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Secrets of commercial RATs! NanoCore dissected

This article includes the technical analysis of a commercial RAT which is easily available on black
market for cheap price. NanoCore is a famous Remote Access Trojan malicious software that has
its own client builder and multiple delivery methods. In this article, 1 will not focus on the initial
delivery method which could be a malicious attachment or spear phishing. I will dive directly into
the first stage malware sample.

SHA256 Hash:
1605FO0E74C7088B8A2CA7190B71C83F8DC0381E57D817DF3530BDA4AC5737511
Build: x86 and dotnet (multiple stages)

Category: RAT (Remote Access Trojan)

Family: NanoCore

Version: 1.2.20

Analysis Environment:

| use FlareVM as my base VM for malware analysis and detonation. | use REMnux Box Ubuntu
machine as DNS server and network simulator for the FlareVM.

1. https://github.com/mandiant/flare-vm
2. https://docs.remnux.org/install-distro/get-virtual-appliance

Tools:

o |IDA Freeware

e Dnspy

e Inetsim

e Process hacker
e Procmon

o TcpView

e Wireshark

e HxD editor

o Cff-Explorer
o ResourceHacker

« Netcat

« DIE

e De4Dot

e Floss

« PE Studio

o ExelnfoPE


https://github.com/mandiant/flare-vm
https://docs.remnux.org/install-distro/get-virtual-appliance

STAGE 1:

Generic methodology that I follow for malware analysis is:

1. Basic Static Analysis
2. Basic Dynamic Analysis (initial detonation)
3. Advanced Static and Dynamic Analysis (TTP extraction)

Basic static analysis involves looking at interesting strings and API calls. | use floss utility for
string extraction process. It can also decode unicode strings and extract stack-based strings which
is helpful in some cases. For looking at interesting API calls, 1 use PE Studio as it also provides
red flags to potential malicious APIs.

Interesting strings & APIs:

o Software\Microsoft\Windows\CurrentVersion
o CreateProcessA, ShellExecuteA, RegSetValueExA, RegCreateKeyExA

The strings show that malware might be achieving persistence using Registry Run Keys technique
as it is also creating and setting registry keys using the APIs RegCreateKeyEXxA,
RegSetValueEXA. It is also executing something, maybe a next stage payload? using the APIs of
CreateProcessA or ShellExecuteA.

Initial Detonation:

In the basic dynamic analysis, i detonate the malware in presence of Procmon for host- based
indicators and Wireshark for network-based indicators. The prcomon is setup in the detonation

FlareVM and the wireshark is setup at REMnux box which is simulating the network traffic using
inetsim.

Network Indicators:

1. Contacting malicious domain: stonecold.ddns.net
2. Multiple TCP packets sent after DNS query.
3. Creating socket connection on specified port: 2502
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Network indicators wireshark packet capturing

Host-based Indicators:

1. Creates multiple files in %temp%o folder
2. Extracts cmdkuqqy, cckgcf.exe and ka9zcqw3l6l48aluuba

B Process Monitor - Sysintemals: www.sysintemals.com - a x

File Edit Event Fiker Tools Options Help

EERIHRIITYTHA® & £ L/ #a D oM

Time .. Process Name FID Operation Fath Resut &
1231, (51605074708, 5116 FeCreateFle  Cosers\shaddy\AopData'Local NAME COLLISION
12315 (516050 74cT00,. 5116 T Crestefle  Co\lsers\sheddy\ippData'Local SUCCESS
1231, (516050746708, 5116 FaCreateFle  C:\Users\shoddy\AepData'Lacal\Temp NAME COLLISION
1231 (516050 74c708.. 5116 Creatofle  Co\sers\shaddy\ipeData'Local\ Teme SUCCESS

1231 (516050 74cT08, . 5116 T Crestefle  C-\Users\shaddy\AppDats'Local  Temp\nsp 2500 mp SUCCESS

1231, {§1605074cT08.. 5116 FaCreatcFle  Cilsers NAME COLLISION
1231, (516050 74cT08... 5116 FaCreateFle  Colsers B

1231, {816050e74c708.. 5116 FuCreateFile C\Users'shaddy NAME COLLISION
1231 (51605074708, 5116 FaCreateFle  C\Usersishaddy

12315, {51600 74cT08... 5116 FoCreatefle  Colsers\shaddy\ipeData NAME COLLISION
1231, {§1605074eT08.. 5116 FaCreateFle  C:\Users\shddy\AepData SUC

1231, (51605074708, 5116 aCreatoFle  Co\sers\shaddy\opData'Local NAME COLLISION
1231 (516050 F4cT08. . 5116 7 Crestefle  C\Users\shaddy\ippDats'Local 5

1231, {51605074cT08.. 5116 FaCreateFle  C\User\shoddy\AppDate'Local\Temp NAME COLLISION
1231 {516050e 74c708... 5116 G ConateFlen LAl dcallatailocal T SUCCESS

1237 {51605 0e FacT08
12:31... 16050e 74708,
1231, i3 1605 0e 74708,
1231, 180502742708

5116 T CreateFile. C\lUsers\shaddy\AppData’Local\ Temp

5116 FiCreateFile C:\Users'shaddy\AppData'\Local\ Temp \kaSzcqwlEl48a fuuba
6 T CreateFie C:\Users\shaddy\AppData'Local\Temp\ka Szcqw 648a Tuuba
5116 s CreateFie C:\Users'\shaddy'\AppData'aeal\ Temp\kadzequ AEl48a Tuba
12315 1316050e74c708..| 5116 FCreateFie CiUsers\shaddy\AspData’Lecal\ Temp emdkuaay
160502 74708, 5116 v CreateFie C:\Users \shaddy\ippData’Local\Temp\emdkugay
16050274c708 )| 5116 s CreateFile C:\Users'shaddy\AppData'\Lacal\ Temp \emdkugay
' 160506 H4c708..

SUCCESS
NAME NOT FOUMD Desired Access: R

NAME NOT FOUND Desired Access: R...
SUCCESS Desired Access: G
NAME NOT FOUND Desired Access: R
MAME NOT FOUND Desired Access:
SUCCESS Desired Ancass:
C:\Users\shaddy\AopData'Local\Tem \cokacl £xe NAME NOT FOUND Desired Access:

I~

1605 0e 742708 %+ CreateFis C\Users\shaddy\AppData’Local\Temp\cckgef exe NAME NOT FOLND Desired Access: A

16050274708, | 5116 ¥ CreateFile Ci\Users\shaddy\AppData’Lecal\ Temp'eckgef exe SUCCESS Desired Access: G...

16050e 74708, 5116 i CreateFile Ci\Users\shaddy\AgpData'Local\Temp'cckgef exe SUCCESS Desined Access: R...

1608 0= 742708 5 C\lUsers\shaddy\ippDiatahLocal\ Temp\eckgef exe SUCCESS Desired Access:

16050274708, addy\A emp'ccks SUCCESS Desired Access: R

16050e 74cT08... & s CreateF SUCCESS Desined Access: G...

160502 746708, 5116 FaCreateFle C:\Windows'apppatchisysmain sdb SUCCESS Desired Aocess: G

16050e 74708, 5116 CreateFile CiWindows spppateh’sysman.sdb SUCCESS

16050e74c708... 5116 T CreateFie C:\Users'\shaddy\AppData'\Local\Temp SUCCESS

16050e74c708.. 5116 FaCreateFile C:\Users'shaddy\AppData’\Lacal SUCCESS

16050 74708, 5116 v CreateFile CiUsers\shaddy\AopData SUCCESS

16050e74cT08 . 5116 v Createfie C\lsers'\shaddy SUCCESS

16050274708, 5116 FuCreateFile Ciillsers SUCCESS

16050e74c708... 5116 i CreateFie [o2Y SUCCESS

1605 0e74cT08 . 5116 T Createfie (vaY SUCCESS

16050274c708.. 5116 F CreatefFile C\Users\shaddy\AppData’Local\ Temp'nsp 2500 tmp SUCCESS

16050e74c708... 5116 o CreateFile C:\Users'\shaddy \AppData'\Local \Temp SUCCESS

16050 746708... 5116 FeCreateFils C:\sers\shaddy\AppDiatahLacal\ Temp\nsp 2500 tmp SUCCESS

16050274708, 5116 ' CreateFile CiUsers'shaddy\AppData’Local\ Temp nsp 2500 tmp SUCCESS

16050e74c708... 5116 T CreateFile C:\Users\shaddy\AppData’Local\Temp'nsp 2500 tmp. SUCCESS

16050e74c708.. 5116 7 CreateFile C:\Users'shaddy'\Desktop\16050e T4c 70330 822¢a7 15007 1c8¥8de038 157d21 7df 3530bdadacE 737511 exe SUCCESS v
Showing 139 of 830,228 events (0.019%) Backed by virtual memery

Host-based indicators procmon logs

It looks like stagel malware is extracting 3 files from its resources. The second stage malware is
then executed with the file passed as parameter. | have checked the process tree of malware and it



shows that the original sample extracted the 2nd stage malware files in %temp% and executed it

as shown in the picture below:

B Process Tree O *

(] Only show processes still running at end of current trace

[] Timelines cover displayed events only
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5| Process Description Image Path Life Time Company Chwner Comr ™
5| [ winlogon.exe (584) Windows Logon ... C:\Windows'syst... _Miu‘osoﬂ Corporat... NT AUTHORITY"... winlog
o [ fortdrvhost exe (776) Usemede Font Dr... C:\Windows syst... _I‘u'licmsoﬂ Corporat... Fort Driver Host*... "fontc
5 [ dwm exe (1060) Desktop Window ... C:\Windows'syst... _I'u'lic:msoﬂ Comporat... Window Manager... "dwm
5 [ Explorer EXE (4368) Windows Explorer  C:\Windows \Expl... _I'u'lic:msoﬂ Comporat... DESKTOP-OGVI... C:\Wi
; 87 VBoxTray exe (2620) VitualBox Guest .. C:\Windows"Syst... _Orade Comporation DESKTOP-OGVI... "C:\W
5 = B Procmon exe (5124) Process Monitor C:\ProgramDatat.. _Sysirltemals -ww... DESKTOP-OGVI... "CAP
i : : ' . e
I = g}hﬁﬂﬁﬂe?dc?ﬂﬂﬂbaakaﬂ% C:\Usersshaddy™... DESKTOP-OGVI.Y "ChU
i =] (# cckacf exe (3676) C:\Users'shaddy™. .. DESKTOP-OGWVI..§ Chls
5 'm cckacf exe (2864) C:\Users'shaddy®. .. DESKTOPQGWVI & ChlUs
5 T " [PIOCess racrer L9 =1 5 37 TEShIOroGuL.. "CAP
g ﬁidaﬁd.e:e (1268) The Interactive Di... C:\Program Files\l... _He:—F{aﬁ SA DESKTOP-QGVI... "CAP
o {1 GoogleUpdate exs (1172) Google Installer C:\Program Files {... _Google LLC NT AUTHORITY... "C:\P
5 = [{§ ConEmubd.exe (4100) Console Emulator ... C:\Tools\Cmder\\r..._ConEmu—MaxirnusE DESKTOPOGVYI... /flcor
5 = @8 ConEmuCe4 exe (4663) ConEmu console ... C:\Tools\Cmder\\t..._ConEmu-Ma:imusEi DESKTOPQGVI... "CAT
51 [ conhost exe (5776) Console Window ... C:\Windows'syst... _I'u'lic:msoﬂ Comporat... DESKTOP-OGVI... 7%
o Bl cmd exe (3220) Windows Comma... C:\Windows\5Y5... _I'u'lic:msoﬂ Corporat... DESKTOP-OGVYI... omd /
; v
gl € » < b3
g Description:
5 Company:
Y path: ChUsers\shaddy\AppData\Local\Temp\cckgcf.exe
; (01,1 ET T L MG ET [ (VAT ET E T T Temph cckgef exe ChUsers\shaddy\AppDatatLocal\Temphemdkuggy
5 User DESKTOP-OGVIOGS\shaddy
; PID: 2864 Started:  7/4/2023 12:31:51 PM

Process Tree

The second stage malware is cckgcf.exe which makes use of encrypted files cmdkuqgqy and
ka9zcqwa3l6l48aluuba for further malware execution. From the process tree above, it is visible
that second stage sample (cckgcf.exe) launches another process of itself. This is common
behavior in malware which employs defense evasion techniques to deobfuscated/decrypt
payloads at run-time.

The indicators for stage2 malware are as follow:

Starts itself as child process

Keeps sending SYN packets to the remote C2 server on port 2502
Creates a dat file (run.dat) in %Appdata% folder

Creates persistence of itself by using Registry Run keys procedure.

Mo e




1% Process Hacker [DESKTOP-0GVIOGS\shaddy] — O x

Hacker View Tools Users Help
[ . . ) . . .

2 Refresh 4% Options | #8 Find handles or DLLs =% System information | O X |cckg x

Processes Services MNetwork  Disk

MName Local address Local.. Remote address Rem... Prot.. State Owner

[ cckgef.exe .. DESKTOP-OGVIOGS 50286  www.inetsim.org 2502 TCP SYM sent

o
Network indicators stage2

1370 W cokget exe U565 s Lreatetie Ui\Users\shaday\AppLata SULLESS
1:370.., Weckod exe 1056 s CresteFie C:\Users\shaddy SUCCESS
1:370. lnackact 2056 e ia Coal SUCCESS
137 W cckgef exe v CreateFie C:\Users\shaddy\App Data\Roaming\D1477F 1D-6078-4E 1D-8F3C-B271F25E2F3A\un dat SUCCESS
1:37. Wlcckod exe B CreateFie C:\Users\shaddy\App Data\Roaming \D 1477F 1D-6078~-4E 10-8F 3C-B271F25E2F 3A \vun dat SUCCESS
1:370. g " " % ~ SUCCESS
1:370... W eckoef exe 1056 s CreateFie C:\Users\shaddy\App Data\Roaring \D 1477F 1D-6078-4E 1D-8F 3C-B271F 25E2F 3A\Exceptions\1.2 2.0 PATHNO1
1:370... W cckoc exe 1056 ¥ Createfie C\Users\shaddy\App Data\Local\ Temp \cckge! exe Zone Identfier NAME NO'
1:370... W cckgct exe 1055 s CreateFie C\paen e — e o - AL
1:37.0... W eckged exe 1056 %4 CreateFie C:\ l l T | C\Users\shaddy\AppData\Reaming\D1477F1D-6078-4E1D-8F3C-B271F2SE2F3A
1:370... W cckoc exe 1056 % CreateFie o i
1:370... W cckgof exe 1056 % CreateFie sl File Home Share View
1:370.., W eckoed exe 1056 % CresteFie C:\
1:370... W cckget exe 1056 % CreateFie B < > v 4 B « Users > shaddy > AppData > Roaming > DI477F1D-6078-4E1D-8F3C-B271F25E2F3A
1:370... W cckoef exe 1056 ¥ CreateFie C: %
1:370.., Weckged exe 1056 ¥ CresteFie cA B Microsoft_Corporation Name Date modified Type
1:370... Wockgef exe 1056 % CreateFie c:\
1:370... ' cckodl exe 1056 s CreateFie cA B NuGet Moo 31 P File folder
1:37.0... W eckoed exe 1056 ¥a CresteFie C\ % 5
1:370.. W cckgcl exe 1056 aCreatefie  C9 I Packiyt ciche B rundat ' : DA
1:370... W eckgef exe 1055 s CreateFie C:\ l Packages
1:370... W cckod exe 1056 % CresteFie C:\ :

Host indicators stage2

Advanced Static Analysis:

| use advanced static analysis by looking at the assembly of malware in IDA freeware. From the
initial analysis, it looks like the stage2 malware accepts a cmdline argument for execution. If the
argument is passed, then it processes further, else it exits.



o s =
loc_B71855:
lea eax, [ebpt+pNumirgs]
push eax 3 pNumiArgs
call ds:GetCommandLlinel
push eax 3 lpCmdLine
call ds:CommandLineToAr gyl
mov [ebpt+var_28], eax
push a ; hTemplateFile
push 8ah 3 dwFlagsAndaAttributes
push 3 3 dwCreationDispositicon
push e 3 lpSecurityAttributes
push 1 3 dwShareMode
push 3e680806h ; dwDesiredAccess
push 4
pop eax
shl eax, B
mow ecx, [ebptvar 28]
push dword ptr [ecxt+eax] ; lpFileName
call ds:CreateFilel
mov [ebp+hFile], eax
cmp [ebpt+hFile], @FFFFFFFFh
jnz short loc_B7189B
Y
P
_B7189B: ; lpFileSizeHigh
- =]

IDA freeware stage2 malware analysis

All the API calls in stage2 malware are resolved dynamically, so static analysis doesn’t help here.
Therefore, 1’ve started advance dynamic analysis. I use IDA local debugger for advance dynamic
analysis.

Advanced Dynamic Analysis:

Advanced dynamic analysis revealed that, there are multiple modules that are loaded into the
stage2 malware which are not added by default. The libraries like shiwapi.dll and wininet.dll are
included at run-time. The API calls are all obfuscated and resolved at run-time to avoid detection
by anti-malware systems. The combination of LoadLibraryA and GetProcAddress is used to
achieve dynamic API resolution.
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drbuges9:p12E0612 pop  em
debuges9:e12E0E13 mov [ebp-3ch], ax
debugdso:e1266817 push  JEh ; .
debug8S9: 81266819 pop cax
debugh39:812EBE1A mov [ebp=34n], ax
debughs9:D12EBEIE push  B4h ; 'd°
debugdso:D12E0820 pop eax
debugs9:01266621 mov fenp-38n], ax
debuges9:e1268825 push  Ech ; 1
drbugds9:p1280627 pop  eax
debugds9:012E06623 mov [ebp-360], ax
debughS9:B126682C push  BCh ; 17
debugBSo:B126B2E pop  eax
debuges9:0126062F mov [ebp-24n], ax
debugps9:p1aEesss Xor  eax, edx
debugds9:012E6635 mov [ebp-32n], ax
debugdS9:@1266839 and  dword ptr [ebp-3], @

detugasa:B12ERE3D coll
dehugns9:B12EBBS2
debugnsa ;a1 2e
debugdsa: a1 2E
debug@sa:e12E
debugs9: 81268853
drbugh59:012E8653 mov edx, BFF

near ptr unk
4

Zov
o

Hebug059:012£0855 mov  [ebp-eash], &
debuges9:012€0668 mov edx, 750
debugds9:01126570 mov  ecx, [ebped)

fahn-ganl mn

12686C7

215
debugh59:p12EBB50 mov  ecx, [ebp-4)
§ | dtbugoss:oraeoss a1l _nese ptr unk 1260735

debugds9:012E6673 call  near ptr unk 1260776
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Decimal  Hex  State Hame

§] 3268 CC Ready cchael.exe

332 D04 Ready TIDASH00
4860 1360 Ready TIDASI00

@) 76 162 Resdy TIDASS00

Hex V-1

1711C0 [0 88 01 E9 IC FF FF FF 88 45 FB FF
25 4% 2@ BY 8@ FF 25 54 28 57 @@ FF
B2 FF 25 4C 20 B7 00 FF 25 44 20 B7

€0 09 C3FF .....
25 50 20 B7 %M
88 FF 25 40

Dynamic API resolution stage2

I resolved the API calls while debugging malware and located the shellcode that is being
decrypted and then injected into the process space of malware itself. The shellcode is another
portable executable binary bytes that are executed in a separate thread. The starting bytes of 4D
5A (MZ) are the identifier of a portable executable which is shown in the screenshot below:

B 11T P T
P 11T
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| (@] Toveads
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3 Hex View-1

ECX 00003847

|0x 00000000 1

|53 Modkies

| Path Bas

| C:sersshaddy\AppOota\LosallTemp dkgcf.exe 0000
00X

T nnnnnnnR
223222 22 2 2 » N

8
8

00 03 00 4 00
00 00 0 00 00 40 00 @0 00
00 00 00 80 00 00 0 00 00
©0 00 0 00 00 00 00 00 00
©E 00 84 09 (O 21 B 01 4C
70 72 6F 67 72 61 6D 20 63
65 20 72 75 6E 20 69 6 20
65 2 @D 8D @A 24 00 00 00
DC 40 91 DF 8F 4D 91 OF &F
8F 44 91 DF 8F F9 @D 2C &F
8F 55 91 DF BF 76 CF 0C 8€
8E 5C 91 DF 8F 76 CF DA 8E

R g

Output

Shellcode injection stage2

[(AHAUCHN 0OFBF42C: Seack[00000CCH) :0OFBF42C (Synchzonized with ESP)

The process injection technique that is being used is called process hollowing, in which a process
is started in a suspended state which in this case is malware itself. Then a memory is allocated in
the suspended process and shellcode is written into that memory. Finally the address of image base
is changed to the starting address of shellcode and process is resumed from suspended state. Now
it will start it’s execution from the injected shellcode.



To verify memory related modification, | use process hacker which is an excellent resource to
monitor the processes. Injected bytes could be found easily by looking at the memory protections
of running process. For injection, a memory protection with permission of all READ, WRITE and
EXECUTE are required, therefore 1 look for RWX memory protections which shows the injected
memory bytes in a process. In the screenshot, the injected bytes are shown which are equal to the
ones that | have debugged using IDA.

e[| | £452.. - cokgor exe 4944 v Headrie
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> OXE70000 Mapped 0000 LI 2 G A W O - ) O e
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1 00000140 00 10 00 00 00 02 00 00 05 00 0L 00 00 00 40 00 ... 09 GE (17.43%) | Processes: 116
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SyskOW64\windows . storage. d11 00000120 00 00 00 00 00 00 00 00 00 G0 00 00 00 00 0 00 +uuursrsesrsnns -
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Shellcode Injection memory view stage2

One cool feature of process hacker is that we can directly dump shellcode from the memory to a
file and since in this case, the shellcode is a whole portable executable and not a position
independent shellcode therefore, | could analyze it separately as a next stage3 malware.

Another indicator of stage2 malware is that is persists itself by registry keys. The stage2 malware
creates persistence by adding a registry key value to a binary named: ratotpvvsmo.exe in the
%Appdata% folder called gsweccl.



“TWARE\Microsoft\Windows\CurrentVersion\Run

M || Name Type Data
= REG.SZ faluenotaet
2b] hhtktvn REG_SZ Ci\Users\shaddy\AppData\Roaming\gswecclratotpvwsmo.exe )
BN Process Monitor - Sysi Is: veww.sysi Is.com

Y Y

File Edit Event Filter Tools Options Help

EEILNBH| YAO|&H £ £ /K- I M

Lo Process Nome EID._Oneration 20t

2542 @ 4524 [ RegOpenKey  HKCU\SOFTWARE\Microsoft\Windows\CumentVersion\Run
2542.. W 4524 [ RegSetinfoKey HKCU\SOFTWARE\Microsoft\Windows\CumentVersion\Run
2.54:2. 4524 [Bf RegQueryValue HKCU\SOFTWARE\Microsoft\Windows\CumentVersion\Run\hhtktvn
2542, W 4524 [ RegCloseKey  HKCU\SOFTWARE\Microsoft\Windows\CumentVersion\Run
2:54:2.., W cckgcf exe 4524 (B RegOpenKey  HKCU\SOFTWARE\Microsoft\Windows\CumentVersion\Run

2:54:2... W cckgcf exe 4524 [ RegSetinfoKey HKCU\SOFTWARE\Microsoft\Windows\CurentVersion\Run
2:54:2... W cckgcf exe 4524 [ RegQueryKey  HKCU\SOFTWARE\Microsoft\Windows\CurentVersion\Run
3 4524 ﬁ;chSctVabc HKCU\SOFTWARE\Microsoft \Windows\Cument Version\Run\hhtktvn

2542.. W cokgef exe 4524 [B RegCloseKey  HKCU\SOFTWARE\Microsoft\Windows\CurentVersion\Run

Persistence stage2
STAGE 3:

Stage3 malware that was Portable executable shellcode injected into the process space of stage2
malware is another resource extractor stage. It just repeats the cycle, extract and decode shellcode
bytes from its resources and injects in itself again. This process just adds another layer of defense
evasion technique.



=) Hex View-1 Structures L3 ] Enums
TANCE hInstance, HINSTANCE herevInstance, LPSTR lpCmdLine, int nShowCed)

IDA View-A

push o
may ebp, esp
push  eex
push ehbx

push  esi

push  edi

= edi,

push @k : 1pType

push 1 3

push @ 3 Iprodulenane

call edi et

push  eax ; hodule

call ds:FindResourcen

s by, eax

test ebx, ebx

iz short loc 4813EC
]
push ;3 hResInfo
push 1piaduleNane
call dul T .
push 3 hModule
call 4]
ROy i, eax
test esi, esi
J= short loc_4814E5

hilesData

sInfo
lptodulelame

short loc_2814E5

i,84) (€05,1) 00000885 D04014585: WinMainix, x, x, x) (Synchronized with Hex View-1)

Resource extraction stage3

[Aride free regians Strings.... Refresh Hacker Vi Tools Users Help
| % Refresh {3 Options | @& Find handles or DLLs 3<* System information | 7] [ 3¢

File Edit Event

1} Base address. T Use Tat”
= [Ell :: r('. > 0x2220000 Pr‘::u il &) (Do [0
Time . Process Name 012340000 Mapped Co\Windows\System32|_inti.nls -
> 0x2350000 Private Heao 324t (ID 2) ( staged exe EE AT 73MB DES'CIUFVDG‘-.\shaddD
k2360000 Private Stack 32:it (thread 5972)
> 0x2460000 Private
k2470000 Private
> 0x2480000 Private Heap 32:bit (ID 4)
k2490000 Mapped Ci\windows\Globalization\ortngige...
> 0x27d0000 Private 28
k4700000 Private Stack {thread 3220)
> 0x4310000 Private Stack 324it (thread 3220)
3 0%4310000 i H
7 0xa850000 Private H N
0x4850000  Private: Commit H
> 0x4390000 Mapped
0x4920000 Private {17 stage3.exe (3308) (0x4950000 - 0x4988000) - o X
> 0x43b0000 Mapped
Ox48c0000 Private { oooooooo B4 sa 50 00 03 00 00 00 04 00 00 00 £f S
» 0x43d0000 Mapped S{ 00000010 b% 00 0O 00 00 00 00 00 40 00 00 00 00
Ox4ac0000 Mapped 00000020 00 00 00 00 00 00 00 00 00 00 00 00 00
> Ox4ad0000 Private 00000030 00 00 00 00 00 00 00 00 00 00 00 00 80
Ox4220000 < | 00000040 Oe 1f ba De 00 b4 08 cd 21 bE 01 4c od & L.!Th
00000050 €9 73 20 70 72 €f €7 72 61 €d 20 €3 €1
00000060 74 20 €2 €3 20 72 75 e 20 €5 ée 20 44 4f 53 20 T be run in DOS
00000070 €d £ €4 5 2e 0d 0d Oa 24 00 00 00 00 00 00 00 mode....§.
T— e o] 00000080 S0 45 00 00 4c 0L 03 00 al 27 % 54 00 00 00 00 PE.
Lsans [ ReqCloseKey  HKLM\SOFTWAREN 00000090 00 Oe OL Ob 01 06 00 00 c& 01 00 ... )

00000080 2000 00 G2 a2 0l 00 00 20 00 00

00 40 00 00 20 00 0O 00 0Z 00 00 ...
00 00 00 04 00 00 00 00 00 00 00 .
02 00 00 00 00 00 00 02 00 00 00 .
10 00 00 00 00 10 00 00 10 00 00 .
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 20 02 00 72 54 01 00
00 00 00 00 00 00 00 00 00 00 00 .
00 00 00 00 00 00 00 00 00 00 00 .
00 00 00 00 00 00 OO 00 00 00 00 .
00 00 00 00 00 00 OO0 00 00 00 00 .
00 00 00 00 20 00 00 02 00 00 00 .
00 00 00 03 20 00 00 48 00 00 00 .
00 00 00 2e 74 €5 78 74 00 00 00 .
20 00 00 00 c8 01 00
00 00 00 00 00 00 0O
€3 00 00 Oc 00 00 GO

1 00 00 00 00

3208 [ RegOpenKey  HKLM\System\CurersCq 00000060
2308 [ RegOpenkey  HKLM\System\CumereCq 00000020
3308 [ RegSetirfokey HKLM\System'\CureruCq 00000040
3308 [ RegluenyValue HKLM:\System\CureniCq 00000020
3308 i RegCloseKey  HKLM\System\CureriCq 0000000
3308 [ RegOpenKey  HKLM\SYSTEM\Cumerty 00000100
3308 [ RegOpenKey  HKLM\System\CumeraCq 09000110
3308 [ RegOpenkey  HKLM\SYSTEM\Cument| 00000120
3308 (B RegOpenkey  HHLM\System'CureniCg 00000130
3308 (i RegSetkfoKey HKLM\System\CurentCq 00000140
3308 [ RegGueryValue HKLM\System\CumertCq 00000150

3308 W ReaCloseKey  HKLM\Sustem\Cumeni 00000160
00000170

00000180
00000130
40000Lad
00000160

mory: 1.77 GB (14.78%) Processes: 113

stage3.exe

Showing 2,986 of 203,419 events (1.4%) Backed by virtual Imemnri

6bytesperrow v

Process injection stage3



I located the shellcode again while debugging and extracting it out using process hacker.

« To locate the shellcode in the memory, | analyzed the registers and found the handle to the

shellcode memory

e From then on, | only had to find the length of shellcode to copy from hex

o lused thevalue returned by API SizeofResource to calculate the size of shellcode as shown
in the register eax which is 32A00

e Next part is simple, | just added the value to the address space where the shellcode is

starting

Debug View 8 @ Structures Bl Enums
O & x ||38k Generalregisters

=

_ h 4 G stage3.exe:08415848
e = ECX 54BB7GCF
-text:@84814BD push esi ; hResDats EDX 00400820 4 = 2
.text:004814BE call  ds:lockResource
.text:084814C4 push  ebx ; hResInfo _———————————— —
.text:pe4B14CS push @ 3 1ptoduletiame -32-DRt :kerned 2 GetModuletinnd el
-text:684614C7 mov [ebptvar_d], eax
text:00a@14CA call  edi ; GetModuleHandlew : Read
_£ext:084814CC push _ eax ; hModule staged_exe segment byte public 'CONST' used2

ds:SizeofResour istage3_exe Base

-text: 481403 mov. ecx, [ebp+var_4] eh [plstaged.exe 000000
.text:084014D6 test  ecx, ecx Tmscoree. dl 000000¢
.text:004814D8 jz short loc_4814E5 gdiaz2fd.di 000000

*_1

[FTE] -

text:0P4B14DA test  eax, eax [ Tiveads

.text: 00401400 jz short loc_4914ES| k = = =

*J Decimal  Hex State Mame

[#] 1104 450  Ready staged.exe
B 324 144 Ready FTDAS900

text:8046140E mov edx, eax [B] 183 72X Ready 77DAS900
B wa 70 Resdy TIRASH00

.text:pBAB14ER call  sub_dpieeal |

004014CD: WinMainix.x,,x) %44 (Synch:

O & x|[E secven

2e400008
28415048
©B660608.
@e4132E4
PB2EEEER
28415058
BR1SFF7R
2@401819
~ | |UNENCHN 0015FF14: Stack[00000450) :0015FF14 (Synchronized wizh ESP)

S5 8B EC 51 53 56 57
01 €A 6@ FF D7 50 FF
74 41 53 6A 00 FF D7
85 F6 74 23 56 (TG
FC FF D7 50 FF 15 @@
@8 85 B 74 87 B8 DA
€2 48 80 6A €0 FF 15

Shellcode size stage4

3 mavenew

|ECX 54B870CF 4
|Eox eas00000 4
|esr ees15058 w
|Eo1 764c0ES0 W
|eop 00197724 W
|Espoo19FF1a
¥ le1p 08401403 S intain(x.x.

ernel32_Gethoduleandlen

Calculator

= Programmer

b vew

‘epioeaee
00415048

s
432400

4,401,664

20625 000

0100 0011 0010 1010 0000 0000

L QWORD Ms

11 07 €9 €8 1A 41 FA
87 8 41 EA 8E 42 60
S5 01 € 99 34 33 £9 7F
A8 65 EF 52 04 50 55 59
© 10 €1 C3 F4 FE A0 98 30 CA 6A F9 8D GF 32 08 71
32 05 2C 66 18 29 80 6E 9D BF E4 FC 69 56 BE 14
> 86 5D 57 82 80 4F DO AF 06 SC BF F@ 67 S8 3C 81
> AB 02 CC EC 4A 40 F1 93 58 C2 7C 29 2C 78 62 44
> SA 09 89 44 45 92 £7 32 32 (D A4 SA DE 91 91 F7
6 09 96 06 OF A2 A2 52 13 76 AC 12 2E B3 6C 66
©OF SF 83 A9 13 BE 7F 60 C5 D6 2 @D CA 00 4E 37
o F3 £8 6C 29 41 63 SF F9 8C FD 91 B6 22 87 70 39
70 16 F5 CE 13 12 C4 €0 60 5C 9E EF CB 46 C6 A3 p.
89 24 FO D2 B2 68 54 01 35 46 34 7A 63 DE 96 26 .S.X-hT.5Fdzcs&

or o Not  And

CC Stack[00000450
£0  SEM_4BAB00

: S£ack(00000450] :001SFF14 (Synchx. 4 wszh E5P)

UMNIIOWN 00432A0F: stages.exe:00432A0F

Shellcode address stage4



I dumped the shellcode from IDA freeware hex view in a binary file. It is another portable
executable which could be labelled as stage4 or final stage malware.

However, extracting shellcode from resources using IDA freeware sometimes causes unknown
problems, like the configurations are not being decrypted into the final stage payload. So, I used
Resource hacker tool to dump the last stage malware and started analyzing it.

STAGE 4: NanoCore v1.2.2.0

Final stage malware is a dotNet build binary. Itis a NanoCore Client binary of version v1.2.2.0
which is highly obfuscated. | used ExelnfoPE to identify the obfuscation. Eazfuscator has been
used to obfuscate the final stage dotent malware. Luckily there are open-source deobfuscators
available for this type of obfuscation.

Edit View Debug Window Help @ = Cc#

v X ClientLoaderForm

M Exeinfo PE - ver.0.0.5.3 by AS.L - 1031+71sign 2012.09.25 X
Ee: |[stoged.exe [ pu =)
Entry Point : [0001E792 | [oo] | <| EP Section: [.text o il
; 3 Fie Offset: (0001C392 | FirstBytes : [FF.25.00.20.%0] | @ Plug
. O termboigeg | SlbSyeten: (woooweour 11| pe &
#rqKXh2V4NSV i —- ‘ o ‘{L Flesze: [oooipgesh | |<i | Overay: | [rrrearss ® [
: # -. 4 s Image is 32bit executable RESIOVL:73 ) 2543 2015 " =
He0dEHIszouar ‘S [(FET=TEAEEEEEEITERT] - (C) 2008-2015 Gapotchenko - ht R

Lamer Info - Help Hint - Unpack
s = s [ NET obficense protector -for ver. <5.0-Unpack vith : desdotv3 i @ | & | 2>

#=q 4 XPE7w_ #=qUqTMYHWCmWUHMEkkpNKbGw==, EventArgs
#=qHtuZg55b91a614FmHMSOMQ==)

\

Final stage obfuscated malware

Similar to all RATs, NanoCore extracts its configuration file and adjust its settings to the specified
configuration. It extracts the configurations and extra malware plugins from the resources. The

resource is encrypted for defense evasion purposes.



intPtr = Class9.Fi 33 cek .Zero, 10, 1, 0);
f (intPtr == ar

intPtr2 C : iResource .Zero, intPtr);
(intPtr2 == 0

.Zero, intPtr);

intPtr3 = C ockResource(intPtr2);
f (intPtr3 == 0

byte[] array = new byte[num - 1 + 1];
oy(intPtr3, array, @, array.
array;

100 %

Anahzer

Malicious resource extraction

It reads first 4 bytes of this encrypted resource and gets size of decryption key in those 4 bytes
from the encrypted resource. It also creates a GUID of the executing malicious PE binary and
initiates a decryption routine to decrypt the key that is used to encrypt rest of the resource.

For example, the first 4 bytes are 10 00 00 00 (0x00000010), which in decimal means the value is
16 and that means the encrypted key is next 16 bytes in the encrypted resource. The parameters

that are passed to decryption routine are:

o 16 bytes encrypted key
e GUID of itself



(1 ( [] byte_3, guid_0)

Rfc2898DeriveBytes rfc2398DeriveBytes = new | (guid 0.ToByteArray(), guid O.ToByteArray(), 8);

Stage4 decryption routine

0 ( [] byte 3,

iveBytes rfc2898DeriveBytes Rfc2898! es(guid_0.ToByteArray(), guid @.To
RijndaelManaged
%0 HxD - [C:\Users\shaddy\Desktop\config_resource.bin]
IV = rfc2898DeriveBytes.GetBytes(16), 4
Key = rfc2898DeriveBytes.GetBytes(16) RdZ IR B9 HC R || Windows (ANSI)

) File_Edit_Search View Analysis_Tools Window Help

) config_resource.in
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00 10 00 00 O
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Stage4 key decryption

The HxD editor is displayed for easy understanding of how this decryption routine works. In the
screenshot above, it is shown that first 4 bytes provides the length of encrypted key bytes that are
highlighted. Those key bytes are decrypted using Rijndael decyptor and the key for decrypting
these bytes is the GUID of malware stage4 binary.

Next, we get the 8-byte decrypted key for DES encryptor, which is the key used to decrypt rest
of the resource. So, the malware uses GUID of itself to decrypt the first 16 bytes (with rijndael)



and use the decrypted 8 bytes as key and salt for DES encryption algorithm to decrypt rest of
resource. As shown in the screenshot below: it will initiate encryptor and decryptor of DES using
the decrypted bytes from the resource file.

[] byte_ o)

DESCryptoServiceProvider descryptoServiceProvider = new DESCryptoServiceProvider();

ider.

[] object 1)

100 %

Locals
Name Value,
4@ byte0
@ [0
(1
° [2]
? (3]
(4]
[5]
[6]
@ [7]
b @ descryptoServiceProvider m.Security.Cryptography

Decrypted key staged

It continues by reading the next 4 bytes and again take it as a parameter of length for reading next
number of bytes for DES decryption routine. Next 4 bytes are 15D08 which is equivalent to 89352
number of bytes. Means it is then reading to the end of encrypted resource file.

%0 HxD - [CAUsers\shaddy\Desktop\config_resource.bin]
v )| WP B 916 ]| Windows (ans) Ulhe &

[(int)array3[num] - 1

i) File Edit Search View Analysis Tools Window Help

D by R ) config_resource.bin

offset(n) 00 01 02 03

04 05 0€ 07 02 09 OA 0B
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Resource decryption stage4



Finally, we get the decrypted config file for NanoCore RAT. All the configuration setting are
provided below:

There are two dlls that have also been decrypted, that are:

o ClientPlugin
o SurveillanceExClientPlugin

Decrypted resource is divided into two arrays:

o st array holds the decrypted binaries (dlls)
« 2nd array holds the configuration settings

Configuration settings:

o BuildTime: {3/23/2022 12:26:29 AM}

o Version: {1.2.2.0}

o Mutex: {639f1c3f-4bc5-44fa-9234-8471b84f363c}
o DefaultGroup: EDGE

o PrimaryConnectionHost: stonecold.ddns.net
o BackupConnectionHost: stonecold.ddns.net
o ConnectionPort: 0x09C6

e RunOnStartup: false

o RequestElevation: false

o BypassUserAccountControl: false

o ClearZoneldentifier: true

o ClearAccessControl: false

o SetCriticalProcess: false

e PreventSystemSleep: true

o ActivateAwayMode: false

o EnableDebugMode: false

o RunDelay: 0x00000000

o ConnectionDelay: 0x00000FAQ

o RestartDelay:0x00001388

o Timeoutinterval: 0x00001388

o KeepAliveTimeout: 0x00007530

o MutexTimeout: 0x00001388

o LanTimeout: 0x000009C4

« WanTimeout: 0x00001F40

o BufferSize: 0OXx0000FFFF

o MaxPacketSize: 0x00A00000



e GCThreshold: 0x00A00000
e UseCustomDnsServer: true
e PrimaryDnsServer: 8.8.8.8
« BackupDnsServer: 8.8.4.4

[(int)array3[num] - 1 + 1];

Decrypted RAT configuration

The malware adjusts its settings based on the configuration file above and then performs a series
of steps as provided in RAT configuration. It then moves on to create mutex, queries the machine
GUID from registries and create a folder in %appdata% with machine GUID value. This folder is
the main working directory of malware.

), guid_@.Tost

100% ~

Locals

Name

b @ guid 0
@ text

D @ exception_

NanoCore working directory



One of the indicators that | found above, which is the creation of a “run.dat” file in the system is
achieved in the next method. It gets current DateTime and save those values as bytes in Run.dat
file. This might be used as an indicator for when the infection started in the particular system. Also,
I am assuming the value of run.dat is being sent as heartbeat packet to the c2 server.

( string 4)

: 5
(string 4, "run.dst”);

(path)) .
L,,;/ C\Users\shaddy\AppData\R
[] value = : : .
result = File Edit Search View Enc

o HHE B 5B«
('(.-md.-xiﬁl
(path, s 2 L >n7 (o0

exception_)

(exception , "GetAnd

path
(! 2 {path))

Locals
Name
string_4
result
path
value

b @ exception_

Indicator of NanoCore

Malware is totally dynamic. It sets up most of the strings at run-time for the malicious files. It
combines different strings dynamically to avoid detection. The malware has pre-defined values in
its structures based on the LOL bins (living of the land binaries) names and paths. It combines
these values at run-time and sets up its malicious files and processes masquerading as windows
native binaries.



Claz=z15.bool 1 = ( : i 5
GStructl gstruct = GStructl.smethod ©(Class15.guid @);

: gstruct. 5
.steing 3 = gstruct.string 15

4 #3 Static members
“ U"
0

L0 000200000 T

PR OB N OB R I ¢ (_

LOL bins masquerading

In the screenshot above, it is visible that the malware picked DNS Monitor and dnsmon.exe from
the structures that are available. Next time it could pick NTFS Manager and ntfsmgr.exe as the
next target.

In this sample, the RAT doesn’t have everything enabled in its configuration. Therefore, it skips
most of the really critical steps:

e RunOnStartup: false

« RequestElevation: false

e BypassUserAccountControl: false
o ClearZoneldentifier: true

o ClearAccessControl: false

o SetCriticalProcess: false

o PreventSystemSleep: true

o ActivateAwayMode: false

« EnableDebugMode: false



All of the above-mentioned steps are being skipped as | further debug the malware. | later patched
the malware to execute these steps as well for TTP extraction process, which i will discuss later
on.

| debugged the code further. There were so many dynamic changes, like setting variable values,
setting the plugins, setting Client Connection values, The connection IPs, the timeout values and
much more. Finally, it was able to configure all settings and resolve the C2 server. The Domain
name and the port number are being resolved to create the connection. Port number is 2502 and
C2 server is stonecold.ddns.net.

i 44(string string 2, ushort_1)

(!this.bool 4)

7

Calculator

= Programmer

9C6

2,502

4706

1001 1100 0110

it none))

o
-

5 QWORD

string_2 Rsh Or Xor

ushort_1
¥ none ) Mod CE Cc
® exception_
® gdelegate

Resolving c2 server

Creates and establishes asyn sockets for the connection. Since all the code is dynamic therefore
the values are being received from different methods. Then it forwards the program to
asynchronously send heartbeat messages to the c2 server again and again until the connection is
created. The c2 server is down, therefore the malware doesn’t move forward with its execution.

Using the internet simulator, we can fool the malware by showing c2 server as live, but it has some
sort of authentication mechanism in place and waits for sever response to create socket. | used
netcat to listen on the specified port and it keeps sending heartbeat packets as shown:



@ string_2

@ ushort_1
none
exception_
gdelegate

Async sockets

PEIIIUAYE ST ARG ™ TEITNUAWI EHTIUA: ~ v

remnux@remnux:~$ nc -nvlp 2502
Listening on 0.0.0.0 2502
Connection received on 10.0.0.5 50253

ZK.nBy0816/18U66$6266] 6608666 ; sHcHHBE62CYR662CYH0B62CYH0862CYHH682CYE0662CYE
6062CYBHBE2CYBBBB2CYHB0H2CYBRBE2CYBBHB2CYREOH2CYHHBH2CYOBHG2CYBEBG2CYHBEB2CYRHO02CYR0BG2CYH0UH2CYR00
G2CYH0862CY06062CY00662CYH0862CYH6062CYRB662CYE0662CYH6082CYRH662CYB0662CYH6062CYB6602CYB0662CYH0662
CYBBBE2CYB0662CYRB002CYH0082CY0B002CYBE002CYRB002CYB0602CYR0002CYR0002CY0B002CYRE062CYR0002CYB0002CY

66@@2ci@6602CYaeaﬁzcvéﬂ@@ZCYaﬁaazcY@@ﬁ@2CYéaeﬁzcvaﬁeezCYuuuu2cv@@@@zcv&@ﬂ@zcY@@@ﬁzcvuvuuzcvﬁﬁeﬁzcvee
62CY0x

Netcat listening on malicious port

So C2 server is basically a DuckDNS domain. Duck DNS is a free Dynamic DNS service that
associates domain names with changing IP addresses, primarily used for legitimate purposes like
remote access to devices. However, malicious actors can exploit it forcommand and control (C2)



in malware. They do this to hide the C2 server’s location, maintain anonymity, evade detection,
and quickly adapt to takedowns.

TTP Extraction

My work is related to TTP extraction and recreation process after the initial analysis. The project
that i am working on is Breach and attack simulation and my job is to enrich its threat library
with latest malware recreated in a safe exploitation manner for security testing.

From NanoCore i have identified these TTPs in my initial analysis:

Defense Evasion: Obfuscated Files or Information: Embedded Payloads

Defense Evasion: Obfuscated Files or Information: Dynamic API Resolution
Defense Evasion: Process Injection: Process Hollowing

Persistence: Boot or Logon Autostart Execution: Registry Run keys/startup folder
Defense Evasion: Hide Artifacts: Resource Forking

Defense Evasion: Subvert Trust Controls: Mark-of-the-web Bypass

Privilege Escalation: Scheduled Task/Job: Scheduled Task

Defense Evasion: Files and Directory Permissions Modifications: Windows File and
Directory Permissions Modifications

9. Defense Evasion: Masquerading: Masquerade Task or Service

10. Defense Evasion: Hide Artifacts: Hidden Window

11. Command and Control: Non-Application Layer Protocol

12. Collection: Input Capture: Keylogging

13. Collection: Clipboard Data

14. Collection: Automated Collection

15. Exfiltration: Exfiltration over C2 channel
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NanoCore SurveillanceExClientPlugin

Another dynamic link library that has been decrypted from the resources and being used for spying
on victim is called the SurveillanceExClientPlugin. | dumped this module separately for static
analysis and found very exciting and organized malicious code used for spying and logging user’s
activity.

The SurveillaneExClientPlugin does following:

o Extracts further resources: Lzma and TLD, first one is a custom Lzma compression
plugin and the other one is Undefined
o Process Hollowing: There is a whole section of process hollowing code inside surveillance

plugin



o Keylogging: Organized code for recording all types of data, including keys, clipboards,
dns records etc

o C&C: Executes basic commands like enabling/disabling keylogging, application logging,
dnslogging, get logs, delete logs, export or view logs.

o Exfiltration: Recorded logs are exfiltrated over to different hosts defined by malware
dynamically

| have recreated most of the keylogging code used by NanoCore. It is registering a RAW input
device and receives RAW input data, then maps those RAW inputs to unicode characters and logs
it in a .dat file. A chunk of the simplified code is uploaded alongside this report.

Similarly, the DNS records are being logged by using the APl of DNSGetCacheDataTable. I’ve
created multiple test cases foreach TTP listed above. However, for security purposes and to avoid
the abuse of my code, | will not post it publicly.

In conclusion, the detailed analysis of the NanoCore Remote Access Trojan (RAT) underscores
the evolving sophistication of malicious tools in the digital landscape. NanoCore RAT’s
multifaceted capabilities, including remote control, keylogging, file manipulation, and data
exfiltration, make it a potent threat to both individuals and organizations. However, traditional
signature-based detection methods often fall short in identifying such polymorphic malware due
to its ability to quickly morph and evade detection.

This analysis emphasizes the urgent need for behavioral detection mechanisms in modern
cybersecurity strategies. Behavioral detection, powered by machine learning and artificial
intelligence, focuses on identifying patterns of behavior rather than relying solely on known
signatures. This approach enables security systems to adapt and recognize novel threats like
NanoCore RAT, even as they evolve to avoid traditional defenses. By continually monitoring and
analyzing system behavior, security solutions equipped with behavioral detection can provide a
proactive defense, offering a crucial layer of protection against emerging threats that traditional
methods may miss. As cyber adversaries continue to innovate, embracing behavioral detection
becomes imperative to stay one step ahead and safeguard digital assets effectively.



